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NSA SURVEILLANCE: THE LITIGATION AND I1TS IMPLICATIONS

By Thomas R. McCarthy*

n December 16, 2005, the New York Times' reported

that President Bush had authorized the National

Security Agency (NSA) to conduct surveillance of
communications within the United States in the absence of
court approval for the purposes of effectuating the mandate of
the joint resolution Congtess passed shortly after the September
11,2001 terror attacks.” The day after the news leak, President
Bush, in his weekly radio address, confirmed the existence of
the Terrorist Surveillance Program (“T'SP”). The President
stated that he had “authorized the National Security Agency,
consistent with U.S. law and the Constitution, to intercept
the international communications of people with known links
to al Qaeda and related terrorist organizations,” and he gave a
limited description of the process used periodically to review
and reauthorize the TSP? An additional element of the TSP was
alleged in May 2006, when USA Today reported that AT&T,
Verizon, and BellSouth had provided the Government with
access to the communications records of tens of millions of
Americans,” a charge the companies have consistently denied.’
‘The Government has not confirmed the existence of this alleged
“records” element of the TSP.

The revelation of the TSP’s existence elicited substantial
press attention and resulted in the filing of numerous lawsuits®
challenging its lawfulness under the Constitution and
various federal statutes—including the Foreign Intelligence
Surveillance Act (FISA),” the Wiretap Act,® and the Electronic
Communications Privacy Act’—as well as under various state
constitutions and statutes. Recently, the District Courts for
the Northern District of California and the Eastern District
of Michigan have issued controversial opinions in two cases
currently pending on appeal to the Ninth and Sixth Circuit
Courts of Appeals, respectively.”® The outcome of these appeals
has the potential to impact profoundly the separation of powers
and alter the balance between the protection of civil liberties
and the ability of the Government to protect the nation against
future terrorist attacks.

NoTtaBLE LITIGATION

ACLU v. NSA was filed in January of 2006 in the Eastern
District of Michigan, challenging the lawfulness of the TSP and
requesting declaratory and injunctive relief."! The Government
responded by filing a motion to dismiss or, in the alternative,
for summary judgment, relying largely on its assertion of the
state secrets privilege.”” On August 17, 2006, Judge Anna Diggs
Taylor issued an opinion granting summary judgment in favor
of the Government with respect to the alleged records element
of the TSP, while declaring the confirmed “contents” element of
the TSP unconstitutional and permanently enjoining the NSA
from continuing to conduct it."® The NSA appealed to the Sixth
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Circuit Court of Appeals, which has stayed the district court’s
order while the appeal is pending.'4

Hepting v. AT&T Corp. challenges the constitutionality
of the TSP in the context of a civil claim against AT&T for
its alleged cooperation with the NSA’s surveillance activities,
and was filed in the Northern District of California by the
Electronic Frontier Foundation on behalf of AT&T customers."”
The Judicial Panel on Multidistrict Litigation consolidated
several similar actions into a multidistrict litigation (“MDL”)
with Hepting as the lead case.'® Believing federal interests were
at stake, the Department of Justice intervened in the case. As
in ACLU v. NSA, the Government filed a motion to dismiss
the case on the basis of the state secrets privilege, with AT&T
claiming additional common law and qualified immunities."”
The court engaged in in camera and ex parte review of certain
classified documents, and on July 20, 2006, Judge Vaughn R.
Walker denied these motions. The defendants appealed to the
Ninth Circuit Court of Appeals, and Judge Walker is presently
considering the defendants’ motions to stay proceedings while
the appeal is pending.

IMPORTANT CONSTITUTIONAL QUESTIONS

There are a number of constitutional questions at the
heart of the ultimate question of the legality of the TSP, First, the
plaintiffs in the suits filed claim that the TSP violates the First
Amendment because it chills their overseas communications,
“disrupting [their ability] to talk with sources, locate witnesses,
conduct scholarship, and engage in advocacy.”*® Although
the court in ACLU v. NSA found such a chilling effect,” it is
unclear the asserted fear can be demonstrated to be objectively
reasonable given that the Government has refused to divulge any
information as to the identity of the intercepted communicants.?’
The Supreme Court has rejected such speculative claims in a case
challenging “the Department of the Army’s alleged ‘surveillance
of lawful and peaceful civilian political activity.”*! In that case,
the Court explained that “[a]llegations of a subjective ‘chill’
are not an adequate substitute for a claim of specific present
objective harm or a threat of specific future harm.”*

Second, plaintiffs argue that the contents element of the
TSP violates the Fourth Amendment because it permits the
NSA to intercept communications in the absence of either a
warrant or probable cause.”® Although Judge Taylor held that
the confirmed contents element of the TSP violates the Fourth
Amendment, there are a number of reasons why a warrant might
not be required.* As a principal matter, it is not clear that the
Fourth Amendment even applies in this context. For example,
this Amendment does not apply to non-citizens abroad.” Nor
does it apply to foreign aggressors.*®

In addition, the Government has argued that no warrant
is required because the President has “inherent constitutional
authority to conduct warrantless searches for foreign intelligence
purposes” pursuant to his authority over foreign affairs and
his power as Commander-in-Chief.”’ Indeed, the Foreign
Intelligence Surveillance Court of Review has explained that
the President has inherent constitutional authority to conduct
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foreign intelligence surveillance.?® Even aside from these
arguments, it is possible that the warrant requirement is not
applicable because the situation involves “special needs” that
go beyond basic law enforcement.”” Likewise, the warrant
requirement may not be applicable because the nature of
the intercepted calls—“international communications of
people with known links to Al Qaeda and related terrorist
%—ijs such that the callers had a reduced
expectation of privacy.’!

Third, plaintiffs in both cases have argued that, by
operating outside the strictures of FISA, the Wiretap Act and
ECPA,** the TSP constitutes a violation of the separation of
powers.? Conversely, it can be argued that to the extent that
electronic surveillance is a tool of war, any attempt to limit

organizations”

the President’s ability to utilize this tool could constitute an
unconstitutional encroachment on his powers as Commander-
in-Chief under Article II of the Constitution.’* Or, it could
be argued that the courts should find that Congress impliedly
authorized the TSP when it enacted the AUMF in order to avoid
ruling on this fundamental constitutional question.*®

Resolution of these issues implicates not only
the Government and its efforts in the War on Terror. A
number of these cases challenging the TSP include private
telecommunications companies as defendants. These private
defendants may well be entitled to protection from liability
even if the TSP is ultimately found unlawful, to the extent
that they cooperated with government investigations under
the assumption that the Government’s exercise of its authority
was lawful.

A TaresHOLD QUESTION: STATE SECRETS

Perhaps the most important issue presented in these
cases, practically speaking, is the threshold issue of state secrets,
because it may be dispositive of all of these cases. This privilege
protects confidential government information from discovery
where revelation would be inimical to national security.* It
can require dismissal of a case in three distinct ways.”” First, a
successful claim of the privilege removes from consideration
evidence that may be necessary for the plaintiff to establish the
prima facie elements of his claim. Second, summary judgment
may be required if the evidence excluded would otherwise
provide the defendant with a valid defense to the claim. Third,
if the “very subject matter of the action” is itself a state secret,
then the court should dismiss the action in order to respect
the separation of powers and protect national security.*® For
example, the Supreme Court has a long history of dismissing
cases in which a plaintiff sues the Government over a covert
agreement between the two parties.”

The federal courts have set out guidelines for courts to
consider when faced with a claim of the state secrets privilege.®
As a general matter, “public policy forbids the maintenance of
any suit in a court of justice, the trial of which would inevitably
lead to the disclosure of matters which the law itself regards
as confidential, and respecting which it will not allow the
confidence to be violated.”! Thus, where the privilege applies, it
is absolute.”” Moreover, judicial deference to Executive assertions
of the privilege is appropriate. That is, “courts must [] bear in
mind the Executive Branch’s preeminent authority over military
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and diplomatic matters and its greater expertise relative to the
judicial branch in predicting the effect of a particular disclosure
on national security.”® In addition, the Executive need not
demonstrate that disclosure of the asserted state secrets will
impair the defense of the nation, disclose intelligence-gathering
capabilities and methods, or disrupt foreign relations. Rather,
the Executive need only show a “reasonable danger” that these
harms may arise,* or a “reasonable possibility that military or
state secrets would be revealed.”® Furthermore, courts must be
careful to remember that “intelligence gathering . . . is more akin
to the construction of a mosaic than it is to the management
of a cloak and dagger affair. Thousands of bits and pieces of
seemingly innocuous information can be analyzed and fitcted
into place to reveal with startling clarity how the unseen whole
must operate.”* And when determining what information is
to be protected by the privilege, non-sensitive information
should be segregated from protected information to allow for
the disclosure of the former.#” Last, the privilege protects not
only the existence of a secret government program but also the
method and means of such a program. This is so even where the
existence of the secret program has been disclosed.*®

Judge Taylor and Judge Walker applied these doctrines
with mixed results. As to the confirmed “contents” element of
the TSE, despite the fact that the Government has disclosed
neither the method and means of surveillance nor the intended
targets of the surveillance, Judge Taylor—arguably in disregard
of Halkin v. Helms—concluded that this element of the TSP
is not a state secret.”’ Judge Taylor did, however, rule that the
alleged records element of the TSP is a state secret and dismissed
the records-based claims. Judge Walker similarly concluded that
the confirmed contents element of the TSP is not a state secret.
In his view, because the Government had already admitted
the TSP’s existence, along with a few details about the TSB
there could be no danger of divulging sensitive state secrets.”
Indeed, he permitted discovery as to whether AT&T received
a certification from the Government directing AT&T to assist
it in monitoring communications content. Interestingly, Judge
Walker declined to rule as to the alleged records element of the
TSP. Although implying that this element of the TSP is a state
secret, Judge Walker emphasized that the Government could
make disclosures during litigation that make the subscriber
records program “no longer a secret” and so he denied the
Government’s motion to dismiss.

These decisions yield a less than robust state secrets
privilege. First, to the extent the courts failed to protect the
contents element of the TSP under the privilege, the courts
appeared to ignore the rule that the mere fact of the existence of
an otherwise secret government program does not warrant the
disclosure of the means and methods of its operation. Second,
Judge Walker’s decision to allow the claims based on the alleged
records element of the TSP to survive seems to flip the state
secrets doctrine on its head. It tends to support a regime that
favors disclosure, not one in which courts should generally defer
to Executive assertions of the privilege. Indeed, Judge Walker’s
decision appears to assume there is a “reasonable possibility
that military or state secrets [about the alleged records element]

will be revealed.”!
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These decisions on the state secrets privilege could have
far-reaching implications and lead to unintended and harmful
results. Principally, they appear to undermine the Government’s
methods of conducting the war on terror by disclosing the
method and means of the contents element of the TSP and the
targets of surveillance. They may thus hinder the Government’s
arms of intelligence procurement.” In addition, these decisions
would lead to an absurd result with regard to private cooperation
in mactters of national security. In Totten v. United States® and
Tenet v. Doe,** the Court emphasized the Government’s need
and authority to keep secret arrangements secret, holding that
parties to contracts with the Government may not sue on those
contracts if their subject matter is a state secret. The decisions
by Judge Taylor and Judge Walker may diminish cooperation
between the Government and American businesses. Their
rulings would permit third parties to sue American businesses
for their actions in cooperating with the Government and force
disclosure of the nature of those cooperative relationships even
though American businesses themselves could be prohibited
from disclosing these cooperative relationships and possibly
from seeking the protection of the Government from any
liability arising from their cooperative actions. Such a result
would impose incalculable financial risks. Now more than ever,
perhaps, it is more important the courts clarify the scope of the
state secrets doctrine and decide whether American businesses
have a continued role to play in national security.
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