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etween 2005 and 2006, former Attorney General
Alberto Gonzales dismissed several United States
Attorneys—a decision that generated much public
attention. In response to congressional inquiries concerning
the U.S. Attorney dismissals, the White House disclosed that
its political staff had used Republican National Committee
(“RNC”) e-mail accounts to engage in communications
related to these dismissals.1 This disclosure became central to
a congressional investigation into whether the White House’s
political staff had used RNC e-mail accounts “to circumvent
record-keeping requirements.”2 A report from the United
States House of Representatives Committee on Oversight and
Government Reform found that it was common for many of
the eighty-eight White House officials who received RNC email accounts to use them for official government business.3
On March 19, 2007, the Democratic National Committee
(“DNC”) submitted a Freedom of Information Act (“FOIA”)
request to the U.S. Department of Justice (“DOJ”) seeking
documents “relating to . . . the appointment, performance, and
dismissal of the United States Attorneys.”4 In responding to the
DNC, the DOJ withheld certain e-mails based on Exemption
5 of the FOIA, which exempts from disclosure records that
are privileged as part of a deliberative process.5 Each of the
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withheld e-mails was addressed to or received from one or more
individual White House staff members using an e-mail account
owned and assigned by the RNC.6 In deciding whether e-mail
communications on RNC accounts were subject to exemption
from disclosure under FOIA, U.S. District Court Judge Ellen
Huvelle concluded that it was clear RNC e-mail accounts
were used both for official and RNC business.7 Judge Huvelle
found that Exemption 5 provided grounds for the DOJ refusal
to disclose these e-mails, conceding by implication that the emails would have been subject to disclosure under the FOIA if
an exemption did not apply, without addressing the question
whether agency employees’ e-mails discussing official business
that are exclusively sent from or received on personal e-mail
accounts or communications devices are subject to the FOIA’s
disclosure provisions.8 It is an open question, then, whether
the use of non-government e-mail addresses to discuss official
agency business can put those communications beyond the
FOIA’s reach. We argue that such communications are well
within the province of the FOIA’s disclosure mandate.
FOIA, codified at 5 U.S.C. § 552, is a disclosure statute
that places a general obligation on federal executive branch
agencies to “make information available to the public” and
prescribes “specific modes of disclosure for certain classes of
information.”9 FOIA provides a “statutory mechanism that
permits the public to request and to obtain government data.”10
FOIA grants private actors a right of access to federal “agency
records,”11 thereby meaningfully safeguarding “citizens’ right
to be informed about what their government is up to.”12 The
statute imposes an affirmative obligation on federal executive
branch agencies to “make available for public inspection and
copying” certain agency materials.13 More importantly, FOIA
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allows “any person” to gain access to a wide variety of “agency
records” upon request.14
The Supreme Court has “emphasized [that] the basic
thrust of ” FOIA is “disclosure, not secrecy. . . .”15 FOIA was
designed to “pierce the veil of administrative secrecy and to
open agency action to the light of public scrutiny.”16 In NLRB
v. Robbins Tire & Rubber Co.,17 the Court explained that “[t]he
basic purpose of FOIA is to ensure an informed citizenry, vital
to the functioning of a democratic society, needed to check
against corruption and to hold the governors accountable to
the governed.”18
Today, the advent of technological developments, such
as e-mail and text messaging, and the proliferation of personal
electronic communications devices (e.g., home computers,
laptops, Blackberrys) has presented new challenges to FOIA’s
transparency mandate and given rise to uncertainty about
what constitutes an agency record. These technological
developments have raised new threshold questions, e.g., are
agency-related communications made on government-owned
Blackberrys outside of work hours subject to FOIA? Does the
possibility that federal employees might use personal electronic
communications devices and personal e-mail accounts in
an attempt to conduct agency business outside the reach of
FOIA threaten to undermine FOIA’s fundamental purpose and
frustrate the very public policy concerns that gave impetus to
its passage?19 The practical reality is that, whether for nefarious
or innocent reasons, federal agency employees have and will
continue to conduct agency business using personal e-mail
accounts and personal communications devices. Until Congress
or the courts definitively clarify whether these work-related
communications are subject to FOIA’s disclosure provisions, a
dangerous loophole enabling unscrupulous agency employees
to intentionally evade the light of public scrutiny may exist.
The public’s right of access to agency records, while broad,
is subject to exemptions.20 FOIA’s disclosure provisions only
apply to executive branch agencies; the courts and Congress are
expressly excluded from FOIA.21 And disclosure under FOIA
is limited to “agency records.”22 While it is a question of first
impression whether federal employees’ personal e-mail records
concerning agency matters are subject to disclosure as “agency
records” under FOIA, FOIA’s text, history, and structure as
well as the application of existing case law provide a sound
basis for concluding that these records are subject to disclosure
under FOIA—like any other species of agency record. The mere
fact that an e-mail is sent or received via a nongovernmental
e-mail address (e.g., an agency employee’s Gmail account) or
communications device (e.g., a home computer) does not,
standing alone, take the content of that e-mail, as a categorical
matter, outside of the scope of FOIA’s disclosure provisions:
the medium of a communication cannot trump its content,
purpose, use, and the context in which it was sent.
I. Practical Realities: Government Employees Use Personal
E-Mail Accounts and Communications Devices to Conduct
Agency Business
While there have not been any comprehensive empirical
studies concerning the frequency with which employees of
federal executive branch agencies use personal e-mail addresses
and communications devices to conduct agency business, there
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is considerable anecdotal and circumstantial evidence indicating
that the use of personal e-mail and communications devices to
engage in agency business is a persistent concern.23 A panoply
of recent federal court decisions illustrates the need for final
judicial—or congressional—resolution of these questions.24
Moreover, a June 2007 Interim Report issued by the Committee
on Oversight and Government Reform of the U.S. House of
Representatives and a June 2008 Government Accountability
Office (“GAO”) report suggest that some federal employees
deliberately use private e-mail accounts to evade public scrutiny
of their conduct.25
II. The “Agency Records” Threshold for Triggering a FOIA
Requester’s Right of Access
A. Statutory Framework
Although “[t]he system of disclosure established by the
FOIA is simple in theory,”26 the practical reality is far different.
Because FOIA, like many federal statutes, does not define vague
but important statutory terms, courts have felt compelled to
engage in a considerable amount of interstitial lawmaking to
elucidate the precise contours of FOIA’s disclosure provisions.
This proposition holds particularly true with respect to
questions regarding whether work-related communications
authored or received by federal executive branch personnel
constitute “agency records” under FOIA.
As a threshold matter, the sine qua non of a requester’s
right of access to agency materials is that the requested materials
be “agency records,” within the meaning of FOIA, as only
“agency records” are within the ambit of FOIA’s disclosure
requirements.27 Because federal courts only have jurisdiction to
compel disclosure of “agency records,”28 a condition precedent
to triggering FOIA’s judicially enforceable disclosure obligations
is that the requested agency materials must constitute “agency
records.” Therefore, as Professor Janice Toran has explained,
the “agency records” requirement for triggering a right of access
under FOIA performs “a significant gatekeeping function,” given
that “[a] request for a record that does not have agency record
status . . . need not be honored or even acknowledged.”29
Although FOIA statutorily defines the term “agency,”30
conspicuously absent from FOIA is a comprehensive definition
of the term “agency records.”31 The legislative history of FOIA
is unclear on this point as well.32 And notwithstanding that
the 1996 amendments to FOIA added a definition of the
term “record,”33 the definition of “record” only clarified that
the “format” by which an agency maintains information is
inapposite to the analysis of whether agency information
constitutes an “agency record” under FOIA, making clear that
even agency records maintained in an “electronic format,” e.g.,
e-mails, are subject to FOIA’s disclosure provisions.34
B. The Judicial Gloss
Because the FOIA statute does not define “agency
records,” the meaning of that term has largely been fleshed out
by courts adjudicating concrete cases and controversies, and
the Supreme Court and lower federal courts have developed a
number of benchmarks for determining whether documents,
communications, and other agency materials obtained or
generated by agency personnel constitute “agency records”
that are subject to FOIA’s disclosure provisions. Two distinct



but related strands of jurisprudence have emerged that attempt
to prescribe a principled framework for determining whether
materials are “agency records” that are subject to FOIA: the first
line of cases attempt to elucidate broad principled distinctions
between materials that are “agency records” and those that are
not; the second line of cases attempt to establish limits on FOIA
requesters’ right of access to personal materials that are created
or used by federal employees who are employed by executive
branch agencies that are subject to FOIA. The judicial gloss on
FOIA’s reference to “agency records,” however, has not always
been a model of clarity.
i. The Supreme Court Weighs In: General Touchstones
The seminal Supreme Court case expounding on the
question of what agency materials constitute “agency records”
within the meaning of FOIA is Department of Justice v. Tax
Analysts,35 which delineated a two-pronged test for determining
whether agency information and materials are “agency records”
that are subject to FOIA: “First, an agency must ‘either create or
obtain’ the requested materials ‘as a prerequisite to its becoming
an “agency record” within the meaning of the FOIA.’ . . .
Second, the agency must be in control of the requested materials
at the time the FOIA request is made.”36 The Tax Analysts Court
explained that “[b]y control we mean that the materials have
come into the agency’s possession in the legitimate conduct of
its official duties,” reconciling that requirement with “Kissinger[]
[v. Reporters Comm. for Freedom of Press’s] teaching that the term
‘agency records’ is not so broad as to include personal materials
in an employee’s possession, even though the materials may be
physically located at the agency.”37 In Tax Analysts, the Court
applied the foregoing conjunctive two-part test in the course of
holding that FOIA “requires the United States Department of
Justice (Department) to make available copies of district court
decisions that it receives in the course of litigating tax cases
on behalf of the Federal Government.”38 Lower federal courts
have subsequently refined the analysis for the “control” prong
of the Tax Analysts test, frequently adopting a four-factor rubric
for determining whether an agency has sufficient control over
requested documents to render them “agency records” subject
to FOIA;39 and lower courts have consistently concluded
that, under some circumstances, an agency can constructively
control records that it does not have in its physical custody
or possession.40 Concordantly, Congress has since extended
the scope of FOIA’s disclosure provisions to include federally
funded research data and agency information maintained by
government contractors.41
ii. The Blurred Boundaries Between “Personal” and “Public”
Dovetailing with the uncertainty concerning the
distinction between agency information and materials that are
outside the scope of FOIA’s disclosure provisions and “agency
records” within that scope, a related question arises: how do
courts demarcate the boundary between “agency records”
and personal materials of executive branch agency personnel?
Today, with the advent of technological developments, such as
e-mail and text messaging, and the practical reality that federal
employees frequently telecommute or even “webcommute” and
use their personal communications devices (e.g., Blackberrys,



laptop computers, tablets) and personal e-mail accounts for
work-related purposes, this distinction is now a more salient
one.42
As Bureau of National Affairs v. Department of Justice43—an
early attempt to elucidate a distinction between “agency records”
subject to FOIA and personal material outside of the ambit of
the statute—and its progeny make abundantly clear, courts
have consistently eschewed bright-line tests in favor of more
functional totality-of-the-circumstances-type analyses. 44 In
Bureau of National Affairs, for example, involving the “novel
question . . . whether appointment calendars, phone logs
and daily agendas of government officials are ‘agency records’
subject to disclosure under FOIA,”45 the D.C. Circuit rejected
a bright-line test and explained that the analysis “must . . . focus
on the totality of the circumstances surrounding the creation,
maintenance, and use of the document to determine whether
the document is in fact an ‘agency record’ and not an employee’s
record that happens to be located physically within an agency.”46
The Bureau of National Affairs court noted in dictum that “[t]he
term ‘agency records’ should not be manipulated to avoid the
basic structure of the FOIA . . . .”47
The Bureau of National Affairs court elucidated that, with
respect to documents and communications authored by agency
employees, notwithstanding that “use [of that document or
communication] . . . is not dispositive” of the question whether
that document or communication is an “agency record” subject
to FOIA,48 “consideration of whether and to what extent that
employee used the document to conduct agency business is
highly relevant for determining whether that document is an
‘agency record’ within the meaning of FOIA.”49 The Bureau of
National Affairs court indicated that “the purpose for which
the document was created, the actual use of the document,
and the extent to which the creator of the document and other
employees acting within the scope of their employment relied
upon the document to carry out the business of the agency” are
“important considerations” for distinguishing between “agency
records” and personal materials.50 Although the Bureau of
National Affairs court opined “that appointment materials that
are created solely for an individual’s convenience, that contain a
mix of personal and business entries, and that may be disposed
of at the individual’s discretion are not ‘agency records’ under
FOIA,”51 it specifically concluded that daily agendas created
“for the convenience of ” and distributed to agency personnel
“for the express purpose of facilitating [agency] activities” were
“agency records.”52
More recently, in Consumer Federation of America v.
Department of Agriculture,53 addressing the question “whether
. . . electronic appointment calendars” of agency personnel
qualified as “agency records” within the meaning of FOIA,54
the D.C. Circuit intimated that a virtue of a totality-of-thecircumstances test is that it is capable of adapting to changed
circumstances: unlike a rigid, bright-line test, a flexible,
functional analysis has sufficient play in the proverbial joints
to accommodate “technological advances.” 55 Applying a
functional, totality-of-the-circumstances analysis in the course
of concluding that electronic appointment “calendars of . . . five
senior USDA officials . . . [qualified as] ‘agency records,’”56 the
Consumer Federation of America court reasoned that the way in
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which the electronic calendars were used was dispositive under
the facts of the case.57
Common sense, case law, and FOIA’s plain language
compel the conclusion that, irrespective of federal executive
branch agencies’ employees’ reasons for using personal e-mail
accounts or personal communications devices to conduct
agency-related business within the scope of their employment,
their work-related communications must be subject to FOIA’s
disclosure provisions.58 Courts have consistently concluded
that FOIA creates a presumption of disclosure,59 placing the
burden on the agency to justify withholding requested agency
materials.60 And at least one court has invalidated an agency
regulation that was specifically designed to evade FOIA’s
disclosure requirements.61 FOIA’s structure and purpose, coupled
with a logical extension of existing precedent, provides a sound
basis for concluding that courts will not allow unscrupulous
federal employees to shield their work-related communications
from FOIA’s disclosure requirements—and thereby avoid public
scrutiny of their professional activities—through the simple
expedient of using their personal e-mail accounts and personal
communications devices to conduct agency business within the
scope of their employment.
The precise question whether these categories of
communications are subject to FOIA’s disclosure requirements is
nonetheless an issue of first impression.62 And without any firm
guidance from Congress or the courts making clear that workrelated communications sent from personal e-mail addresses
and communications devices are not categorically exempt
from FOIA, federal agencies and their employees may be able
to effectively evade public scrutiny of their actions, implicating
the very concerns that gave impetus to promulgation of the
FOIA statute in the first place.63 But notwithstanding that
the issue has yet to be litigated in federal court, application of
existing precedent requires the conclusion that the foregoing
communications are, in fact, “agency records” that are subject
to FOIA’s disclosure provisions. If it were otherwise, FOIA’s
transparency mandate could be frustrated at the caprice of
executive branch agency employees.
C. Lessons from Existing Federal Regulations
Existing federal regulations buttress this conclusion. As a
June 2007 GAO report explains, existing National Archives and
Records Administration (“NARA”) regulations implementing
the Federal Records Act (“FRA”) expressly contemplate the
possibility that federal employees’ work-related e-mails via
private e-mail accounts can be “records” within the meaning
of the FRA:
According to the regulations, . . . [a]gencies are . . .
required to address the use of external e-mail systems that
are not controlled by the agency (such as private e-mail
accounts on commercial systems such as Gmail, Hotmail,
.Mac, etc.). Where agency staff have access to external
systems, agencies must ensure that federal records sent or
received on such systems are preserved in the appropriate
recordkeeping system and that reasonable steps are taken
to capture available transmission and receipt data needed
by the agency for recordkeeping purposes.64
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If federal employees’ work-related communications via “external
e-mail systems” can be “records” for purposes of the FRA
under existing NARA regulations, then it follows that those
communications can be agency records subject to FOIA.
Indeed, the U.S. Supreme Court has found the way in which
the term “record” has been defined in other federal statutes,
such as the Records Disposal Act and Presidential Records Act
of 1978, to be highly persuasive in FOIA litigation addressing
whether requested materials constitute “agency records.”65
Moreover, several agencies have prescribed regulations
implementing FOIA that provide that employees’ private email addresses are exempt from disclosure under 5 U.S.C. §
552(b)(6),66 indicating that the drafters of those regulations
believed that those e-mail addresses would otherwise be subject
to disclosure under FOIA, as explained in greater detail below.
And indeed, the DOJ has taken the position in litigation that
federal employees’ work-related communications via private
e-mail addresses are subject to FOIA’s exemptions, tacitly
conceding that such communications are “agency records”
otherwise subject to disclosure under FOIA: “There is simply
no basis for the Court to conclude as a matter of law that
federal employees communicating through ‘GWB43.com’
email accounts were necessarily acting as political advisors . .
. [and] that any documents reflecting those communications
fail to satisfy the intra-agency requirement.”67
III. Lessons from the States
Analysis of recent state court cases construing analogous
state statutes also supports the conclusion that agency
employees’ work-related communications sent or received
via personal e-mail accounts and communications devices are
subject to FOIA’s disclosure provisions to the same extent as
those sent or received via government-issued e-mail addresses
and communications devices.68 All fifty states have enacted
FOIA-like records-disclosure statutes that allow the public to
access state government records.69 It is clear that state courts
often use a content-based, functional analysis to determine
whether government employees’ e-mails are subject to
disclosure under state records-disclosure statutes,70 rather than
categorically excluding government employees’ work-related
communications sent from personal e-mail addresses from
disclosure under those statutes.
Indeed, at least two state courts have, in fact, addressed
the question whether government employees’ work-related
communications using personal e-mail addresses are subject
to public disclosure. Mechling v. City of Monroe,71 for example,
involved a request under the state of Washington’s Public
Disclosure Act for “all emails sent by, or received by Monroe
City Council members, including those emails contained on
their home or business computers, in which city business is
discussed . . . not limiting the emails to those contained on the
City’s computer system.”72 In Mechling, the Court of Appeals
of Washington reversed “the trial court’s decision that personal
e-mail addresses of the council members in e-mails discussing
city business are exempt from disclosure under the personal
information exemption of the public disclosure act (PDA)” and
squarely “h[e]ld that the personal e-mail addresses used by city
council members to discuss city business are not exempt from



disclosure . . . .”73 Concordantly, in 2003, the Court of Appeals
of Arkansas expressly declined to limit the scope of the Arkansas
Freedom of Information Act’s disclosure provisions to e-mails
sent or received government e-mail addresses:
We find nothing in the [state] Freedom of Information
Act that specifies that the communications media by
which the public’s business is conducted are limited to
publicly owned communications. The creation of a record
of communications about the public’s business is no less
subject to the public’s access because it was transmitted
over a private communications medium than it is when
generated as a result of having been transmitted over a
publicly controlled medium. Emails transmitted between
. . . [a state employee] and the governor that involved
the public’s business are subject to public access under
the Freedom of Information Act, whether transmitted to
private email addresses through private internet providers
or whether sent to official government email addresses
over means under the control of the State’s Division of
Information Services.74
And in 2010, in Howell Education Association MEA/NEA
v. Howell Board of Education,75 although the Court of Appeals of
Michigan “conclude[d] that under the [state] FOIA statute the
individual plaintiffs’ personal e-mails were not rendered public
records solely because they were captured in a public body’s email system’s digital memory,”76 the court pointedly noted that
“[t]his is not to say that personal e-mails cannot become public
records.”77 (The Howell Education Association court explicitly
invited the state legislature to provide guidance on this issue:
“[W]e believe the issue in this case is one that must be resolved
by the Legislature, and we call upon the Legislature to address
it . . . .”78 Federal policymakers have the authority to amend
FOIA to make clear to courts, agencies, and executive branch
employees alike that work-related communications by federal
executive branch agency employees cannot be insulated from
disclosure under FOIA merely by virtue of the e-mail address
from which they are sent or received or the fact that those
communications were authored from or are stored on federal
employees’ personal communication devices.)
IV. Do Courts and Agencies Already Treat Federal
Employees’ Work-Related Communications from Private
E-Mail Accounts as a Kind of “Agency Record” by Analyzing
Whether These Communications Must Be Disclosed
Through the Rubric of Exemptions?
By implication, when courts and agencies claim that
“personal e-mail addresses” are exempt from disclosure, they
effectively concede that they are “agency records.” Federal
courts only have jurisdiction to grant relief under FOIA when
an agency’s refusal to provide a FOIA requester with “agency
records” is at issue.79 It is well-established, black-letter law that
a federal court can only reach the merits of a plaintiff’s claim
after satisfying itself that it has subject-matter jurisdiction to
adjudicate that claim.80 Thus, in the context of FOIA litigation,
if a court does not conclude, as a threshold matter, that the
requested agency materials are “agency records” under FOIA,
it cannot reach the merits of the requester-plaintiff’s underlying



claims because it lacks subject-matter jurisdiction.81 For example,
a court cannot conclude that requested agency materials need
not be disclosed because those materials are exempted from
disclosure by the FOIA statute unless the court first concludes
that the requested materials are “agency records.”82 In other
words, a federal district court’s determination that a statutory
exemption to FOIA applies to bar disclosure of materials
requested under FOIA is necessarily predicated on a finding
that the requested materials are, in fact, “agency records.”
A survey of recent FOIA case law reveals numerous
instances where courts have analyzed whether personal e-mail
addresses of various stripes are exempt from disclosure under
FOIA without questioning their status as “agency records.” In
2011, in Erika A. Kellerhals, P.C. v. IRS, the federal district court
did not question the “agency record” status of a work-related
e-mail sent from an IRS employee’s personal e-mail account
but rather indicated in passing that that e-mail may be exempt
from disclosure.83 In 2010, in Government Accountability Project
v. U.S. Department of State,84 the U.S. District Court for the
District of Columbia concluded that the State Department
properly “withheld the personal email addresses of several
[private] individuals” under Exemption 6 of the FOIA.85 In
2011, in Smith v. Department of Labor,86 the D.C. District
Court observed that “a personal e-mail address” may be exempt
from disclosure under FOIA Exemption 6 when the public’s
interest in disclosure is outweighed by the individual’s interest
in keeping his or her personal e-mail address private.87 Several
other recent federal district court opinions suggest that both
courts and agencies do not question the “agency records”
status of personal e-mail addresses but rather question whether
personal e-mail addresses are exempt from disclosure for privacybased reasons.88 And the Ninth Circuit recently opined that “[i]f
. . . a particular email address is the only way to identify. . . [an
individual, in this case a lobbyist] from. . . disputed records,
such information is not properly withheld under Exemption 6
because this minor privacy interest does not counterbalance the
robust interest of citizens’ right to know ‘what their government
is up to.’”89 There is no principled distinction between the
personal e-mail addresses of private citizens and those of
government employees; to the extent that the identity of the
owner of a personal e-mail address alters the analysis for whether
such an address is an “agency record,” common sense dictates
that an agency employees’ personal e-mail address is more likely
to constitute an “agency record” than that of a private citizen. If
the content of e-mail communications sent by private citizens
via their personal e-mail accounts to federal employees is not
categorically exempt from FOIA, the same should hold true
a fortiori with respect to communications sent or received by
government employees via their personal e-mail accounts.
More germane to this article, in 2008, in Democratic
National Committee v. United States DOJ,90 in the course of
upholding DOJ’s decision to withhold federal employees’ emails sent from RNC e-mail accounts (using the domain name
GWB43.com) that were the subject of a FOIA request by the
DNC and granting the government’s motion for summary
judgment,91 the D.C. District Court explicitly rejected the
DNC’s invitation “to adopt a per se rule that any e-mails sent
on the RNC servers are not covered by FOIA.”92 Many of the
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e-mails in question “were sent between officials in the White
House and the Department of Justice and were sent to or from
an e-mail address with the domain name ‘GWB43.com.’”93 The
DOJ invoked FOIA Exemption 5 to withhold the content of
those e-mails on the ground that those communications were
deliberative, predecisional interagency communications that
would be privileged in discovery.94 U.S. District Judge Ellen
Huvelle noted that the DNC “fail[ed] to point to any case law
that would indicate that the server where an e-mail is housed
is relevant to its treatment under FOIA” and—correctly—
reasoned that “because the form of the document does not
factor into the analysis under FOIA, the Court cannot adopt
a per se rule that any e-mails sent on . . . [nongovernmental]
servers are not covered by FOIA.”95 As Judge Huvelle explained,
to adopt the categorical, per se rule proposed by the DNC
“would presumably mean that any e-mail sent or received from
a personal account would no longer be ‘official’ or ‘inter-agency’
and therefore would not be covered by FOIA.”96
Judge Huvelle’s analysis is entirely consistent with the
purpose, text, history, and structure of FOIA—a statute that is
simply not amenable to bright-line rules. The logical corollary
to the proposition that e-mails sent to or from personal e-mail
accounts (even via nongovernmental servers and computers)
can be properly withheld pursuant to a FOIA exemption is that
those e-mails can also constitute “agency records,” under certain
circumstances, which must be disclosed in response to a FOIA
request unless otherwise exempt. And logical extension of Judge
Huvell’s analysis in Democratic National Committee requires the
conclusion that agency employees’ communications sent to or
from personal e-mail addresses are not categorically exempt
from FOIA’s disclosure provisions but rather subject to those
provisions to the same extent as communications sent to or
from government e-mail addresses or via other communications
mediums.
Implicit in courts’ and agencies’ apparent practice of
analyzing the question whether agency personnel’s work-related
communications via private e-mail accounts must be disclosed
in response to FOIA requests through the lens of Exemption
6 or other FOIA exemptions is a tacit recognition that these
communications are not categorically exempt from FOIA’s
disclosure provisions but rather subject to Exemption 6’s
balancing test, unless properly analyzed under another FOIA
exemption. Exemption 6, codified at 5 U.S.C. § 552(b)(6),
provides that FOIA does not require disclosure of “personnel
and medical files and similar files the disclosure of which
would constitute a clearly unwarranted invasion of personal
privacy . . . .”97 (Exemption 6 may properly be invoked under
some circumstances to justify withholding agency personnel’s
personal e-mail addresses and communications sent from those
addresses, in whole or in part, as such information almost
certainly qualifies as a species of “similar file” that is subject
to this exemption.)98 Exemption 6, by its terms, invites courts
and agencies to weigh countervailing interests, and it has been
interpreted by the Supreme Court to require “a balancing of the
individual’s right of privacy against the preservation of the basic
purpose of the Freedom of Information Act ‘to open agency
action to the light of public scrutiny.’”99 And indeed, the plain
language of Exemption 6 creates a statutory presumption of
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disclosure and instructs both courts and agencies to “tilt the
balance in favor of disclosure.”100
To be sure, federal executive branch agency personnel do
have a reasonable expectation of privacy with respect to purely
personal records, and their cognizable privacy interest in such
information is frequently invoked to justify withholding of
agency records pursuant to Exemption 6.101 But as the D.C.
Circuit suggested in the course of rejecting the claim that names
of agency personnel below a certain grade were categorically
exempt from disclosure, “[t]he scope of a privacy interest under
Exemption 6 will always be dependent on the context in which
it has been asserted.”102 And notwithstanding that the precise
boundary between professional and personal information is
far from clear,103 “[c]ourts have frequently held that disclosure
of information about an individual’s business or professional
activities does not impinge significantly on cognizable interests
in personal privacy.”104
To the extent that federal executive branch agency
employees have a cognizable privacy interest in their workrelated communications sent from personal e-mail addresses,
that interest must be balanced against the underlying
purpose of FOIA: “[T]o permit the public to decide for itself
whether government action is proper . . . .”105 The public
interest in disclosure is at its acme, of course, when requested
communications are sent or received by agency personnel via
personal e-mail addresses and personal communications devices
in connection with the agency’s performance of its statutory
duties and contain information that will enable the public to
better understand the workings of government and shed light
on agency behavior (or misbehavior)—i.e., where the requested
information is within the heartland of FOIA’s disclosure
mandate and implicates “citizens’ right to be informed about
‘what their government is up to.’”106 Because Exemption 6
analysis is fact-specific and on a case-by-case basis, application of
the foregoing balancing test to communications sent or received
by agency personnel via personal e-mail addresses concerning
agency business may very well militate toward the conclusion
that those communications must be disclosed. This proposition
holds true a fortiori when such communications are authored
or received by agency personnel during working hours, discuss
matters that are within the scope of their employment, and
are sent or received on government-owned communications
devices.
The Ninth Circuit’s recent discussion of e-mail
communications in Yonemoto v. Department of Veterans Affairs
is instructive insofar as it illustrates that FOIA’s basic structure
is generally not amenable to bright-line, categorical rules,
instead requiring functional, content-and-use-driven, case-bycase analysis:
Insofar as the district court made a categorical privacy
judgment, it erred. Such categorical determinations are
rarely proper under the FOIA; they are appropriate only
in those circumstances in which disclosing a type of record
defined by its content, such as an identifiable individual’s
rap sheet, will invariably result in an invasion of personal
privacy.
An email, however, is defined not by its content but by its
mode of transmission. We could no more conclude that



releasing emails would inevitably invade someone’s privacy
in the FOIA sense than we could conclude that disclosing
all letters, faxes, telegrams, or text messages would do so.
With regard to all these modes of communication, the
privacy interests at stake, “the public interest in disclosure,
and a proper balancing of the two, will vary depending
upon the content of the information and the nature of
the attending circumstances.”107
The Yonemoto court’s reasoning holds true with respect to workrelated communications sent from private e-mail addresses:
the content, use, and function of the communication is
more important than the mode of communication. If it were
otherwise, reductio ad absurdum, agency employees could
effectively insulate the vast majority of their work-related
communications from disclosure through the simple expedient
of exclusively conducting agency business via Gmail and
Gchat.
V. A Word About Segregability Analysis
Another feature of the FOIA that buttresses the
conclusion that work-related communications sent or received
via agency personnel’s personal e-mail addresses are subject
to the statute’s disclosure provisions bears brief mention:
pursuant to 5 U.S.C. § 552(b), even where portions of a
requested agency record are properly exempt from disclosure,
nonexempt portions that are “reasonably segregable” must be
disclosed.108 As a general proposition, then, agency records
that are partially exempt from disclosure under Exemption 6
or another statutory exemption must nonetheless be provided
to requesters, albeit in a redacted form109—the mere fact that a
portion of a requested agency record is exempt from disclosure
generally does not allow an agency to withhold the entire
agency record. In practice, requesters are frequently, though
not invariably, more interested in the content of work-related
communications sent or received by agency personnel via
personal e-mail addresses than the personal e-mail addresses
from which those communications were sent or received or
portions of such e-mails in which purely personal matters are
discussed. In those situations, requesters can simply stipulate
in their FOIA request that the personal e-mail addresses and
any discussion of purely personal matters may be withheld,
thereby effectively preempting any Exemption 6 claim.110
VI. Conclusion
In theory, the FOIA’s disclosure provisions should
apply to work-related communications sent and received by
executive branch agency personnel exclusively via private email accounts and personal communications devices, such
as text messages sent on personal cell phones and e-mails
that are only accessed and sent from personal computers
using personal e-mail addresses. But it would be practically
impossible for even the most well-intentioned, experienced
FOIA officer to gain access to these communications on
behalf of a requester without resort to extraordinary means,
e.g., subpoenaing government employees’ e-mail records from
Google. As a practical matter, at this time it is only feasible
for requesters to gain access to work-related communications
sent via personal communications devices and/or using
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personal e-mail addresses that are sent from or accessed on a
government-issued computer or communication device, such
as a Blackberry; forwarded or sent to at least one government
e-mail address; or otherwise captured on government servers.
Moreover, practical considerations aside, FOIA’s transparency
mandate must be balanced against competing normative
values.
The tension between the compelling need for transparency
in government and federal employees’ reasonable expectations
of privacy with respect to their purely personal electronic
communications is not limited to the subject of this article.111
On March 5, 2012, Congressman Darrell Issa, Chairman of the
U.S. House of Representatives’ Committee on Oversight and
Government Reform, and Senator Charles E. Grassley, Ranking
Member on the U.S. Senate’s Committee on the Judiciary, sent
a letter to Jeffrey D. Zients, Acting Director of the Office of
Management and Budget (“OMB”), “request[ing] that OMB
conduct a comprehensive survey . . . to determine agencies’
policies with respect to monitoring federal employees’ personal
e-mail accounts.”112 Among other things, the proposed survey
would address questions such as “[w]hether . . . [an] agency
has an official policy for monitoring e-mail” and would request
“description[s] of any such policy, including whether and to
what extend the agency distinguishes between personal e-mails
and official e-mails.”113
The concerns giving rise to Congressman Issa and
Senator Grassley’s letter—the FDA’s alleged unlawful selective
monitoring of personal e-mail accounts of FDA employees
“who raised concerns . . . about the effectiveness of the FDA’s
process for approving medical devices,”114 which may have
entailed the FDA gaining “access to personal e-mails that may
have been transmitted from home computers or cell phones,”
as well as “intercept[ing] passwords to the personal e-mail
accounts of . . . [those] employees”115—are distinguishable
from those addressed in this article but illustrate a salient
point: technological developments, such as e-mail and text
messaging, have changed the way in which federal employees
conduct agency-related business. As is often the case, the law
has yet to catch up with the advent of technological advances
and the practical reality that, for better or worse, federal
employees have used and will continue to use personal e-mail
addresses and personal communications devices to send and
receive work-related communications. And it is difficult to
articulate with clarity and specificity the appropriate balance
between transparency and privacy—two legitimate competing
values. If the OMB conducts the “comprehensive survey” of
agencies’ policies of monitoring federal employees’ personal
e-mail accounts that Congressman Issa and Senator Grassley
advocate, it is likely that much-needed light will be shed on the
extent to which federal employees’ personal e-mail accounts are
used to conduct agency business.
As Congressman Issa and Senator Grassley noted in
their letter, “[i]n 2009, the Office of Legal Counsel (OLC) in
the Department of Justice issued an opinion concluding that
a government agency may monitor employees’ computers in
pursuit of a lawful purpose.”116 Moreover, as Congressman
Issa and Senator Grassley point out, “[t]he current policy of
the U.S. Office of Personnel Management (OPM) makes clear

Engage: Volume 13, Issue 2

that employees do not have the right to privacy when using
government equipment and that such use may be monitored
or recorded.”117 The 2009 OLC opinion and current OPM
policy coupled with not only FOIA’s public-policy goals and
statutory language but the judicial gloss that has been placed
on FOIA’s disclosure provisions seem to require the conclusion
that work-related e-mails sent from personal e-mail accounts
that are sent or received via government computers are indeed
subject to disclosure under FOIA.
The more difficult question is whether federal executive
branch agency employees’ work-related communications sent
from and received on personal e-mail accounts and personal
communications devices—i.e., agency-business-related
communications that are never captured on government
computers or servers—are (or should be) subject to FOIA’s
disclosure provisions. Although federal agencies do not—and,
as a normative matter, should not—have untrammeled carte
blanche authority to monitor federal employees’ purely personal
communications sent from personal communications devices,
federal executive branch agency personnel should not be able to
use personal communications devices, such as home computers,
and personal e-mail accounts to intentionally circumvent the
FOIA’s disclosure provisions and evade public scrutiny of their
professional conduct. Theoretically, such communications fall
within the ambit of FOIA’s disclosure provisions. In practice,
however, it would not be technically feasible or reasonable to
require FOIA officers to obtain such communications.
To illustrate why e-mail and other communications from
nongovernmental addresses dealing with official agency business
ought to be subject to disclosure under FOIA, consider an email obtained by Cause of Action during its investigation into
ex parte communications at the National Labor Relations Board
(NLRB) (reproduced below).
This e-mail, sent from NLRB Region 19 Director Richard
Ahearn to Acting NLRB General Counsel Lafe Solomon on
Ahearn’s personal e-mail account, was produced by the NLRB
to Cause of Action in compliance with FOIA while redacting
personal information or any information that is allegedly
deliberative and thus exempt from disclosure pursuant to
Exemption 5. This example highlights the standard that all
federal agencies must meet, in our view, when determining
whether personal e-mails or Blackberry messages dealing with
official agency business are FOIAble agency records. Otherwise,
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use of private e-mail accounts and communications devices will
become a mechanism for agencies and agency employees to
engage in official business beyond the scope of public oversight.
And that is the precise sort of behavior FOIA was established
to protect against.
Ultimately, unless Congress legislatively clarifies whether
the FOIA’s disclosure provisions apply to communications
sent or received via private e-mail accounts and personal
communications devices, a federal district court will be
compelled to squarely and comprehensively opine on the
application of FOIA’s disclosure provisions to federal employees’
work-related communications sent through personal channels
in the course of adjudicating whether a particular agency has
improperly withheld agency records. The test case will, of
course, begin with a FOIA request.
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