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STINGRAY TECHNOLOGY AND REASONABLE EXPECTATIONS OF PRIVACY IN THE INTERNET
OF EVERYTHING
By Howard W. Cox*

Note from the Editor:

This article discusses cell site simulators, also known as StingRays, and the 4th Amendment issues they raise in light of changing
technology. The Federalist Society takes no positions on particular legal and public policy matters. Any expressions of opinion
are those of the author. Whenever we publish an article that advocates for a particular position, as here, we offer links to other
perspectives on the issue, including ones opposed to the position taken in the article. We also invite responses from our readers.
To join the debate, please email us at info@fedsoc.org.
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As Americans become more attached to their electronic
devices, they expect them to be available at all times and places,
and to connect with each other seamlessly and continuously
through the “Internet of Everything.” Law enforcement is
developing tools to take advantage of the technology enabling
this omnipresent connectivity. Those tools, designed to find
criminals and the devices they carry, present unique challenges
in applying traditional Fourth Amendment concepts of reason-
able expectations of privacy to twenty-first century electronic
communications.

The case of Jones v. U.S., currently on appeal before the
District of Columbia Court of Appeals, provides an appropriate
context for the high technology struggle between the privacy
bar and the needs of law enforcement.! In 2014, Prince Jones
was convicted of robbing three women and raping two of them.
During the 2013 attacks, he also stole the cell phone of one
victim. Guessing he would use the stolen phone, DC police
used a portable cell-site simulator to track down the location of
the phone. DC police believed there were exigent circumstances
present (they assumed he would use the cell phone for a limited
period of time then quickly discard it), and therefore did not
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obtain a warrant to use the cell-site simulator. The cell-site
simulator led DC police to a car in a parking lot, where they
found and arrested Jones. His appeal directly challenges the
warrantless use of cell-site simulator technology.?

This article will examine current issues regarding the
government’s use of cell-site simulators, commonly known
as “StingRay” devices, to identify and track cell phones used
in criminal activity. It will also examine the confusion faced
by courts in applying traditional privacy principles to “self-
connecting devices” such as cell phones, which automatically
broadcast identification data with little or no user interface.
Courts have not demonstrated an appropriate understanding
of legitimate user expectations of privacy in self-connecting
cell phone technology, specifically with respect to StingRays
capturing information broadcast by this technology. This lack
of understanding is, in part, the result of an unprecedented
level of secrecy that the FBI has insisted upon regarding the
use of this technology. This secrecy has been exploited by
members of the privacy bar attempting to establish unreason-
able standards for the expectation of privacy in self-connecting
cell phone communications. The article concludes that, given
the level of connectivity that is inherent in the use of modern
smartphones, it is virtually impossible to establish a Fourth
Amendment reasonable expectation of privacy in connectiv-
ity data, and that Congress is in the best position to establish
statutory limits in this area.

1. Waar 15 A STINGRAY DEVICE?

A StingRay is a device used by law enforcement to iden-
tify information broadcasted by a cell phone during its normal
operation.’ By the inherent design of cell phone technology,
all cell phones constantly “self-connect” with cellular carriers
via cell towers. This feature allows the device to identify and
connect with the tower with the best local signal, and maintain
the strongest possible signal. The presence and status of this
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ongoing communication is displayed on the phone (the number
of “bars” showing the strength of the signal). To establish and
maintain connectivity, cell phone devices constantly provide cell
towers and cell service providers with a variety of information,
some of which is unique to a particular device. Furthermore,
if a telephone call is made or received by the device, the device
will provide additional information to the cell tower and service
provider, including the phone number registered to the device,
the number of the call dialed or received, and the date, time,
and duration of the call.’ StingRays can mimic cell towers, and
law enforcement employs them in ways that are designed to
provide the target device with the strongest local cellular signal,
thereby causing the device (and any other active cell phones
within range) to establish connectivity with the law enforce-
ment provided cell-site. Once this connectivity is established,
the device provides the law enforcement cell-site with the con-
nectivity data, known as cell-site location information (CSLI),
which is normally provided to the local cell tower and ultimately
to the cell service provider.

Itis important to note that, when operated in this manner,
the StingRay device does not capture the content of communi-
cations. As will be discussed below, law enforcement requests to
the courts to use StingRays are based upon the authorities set
forth in the Pen/Trap Statute® and the Stored Communications
Act (SCA)’ regarding court orders for non-content “electronic
communications,”® and Rule 41 of the Federal Rules of Criminal
Procedure regarding search warrants. These requests have all
sought connectivity data, not the content of communications
(i.e. the words exchanged in a conversation held using the de-
vice). Interception of content in real time would indisputably
require a wiretap order under Title III, but the issues surround-
ing collection of CSLI are more complicated.’

The growth in the general use of cell phones is mirrored by
the growth in their use in the commission of crimes. StingRays
have proven to be vital in assisting law enforcement in identify-
ing the presence and use of cell phones used in crimes. They
are particularly important when law enforcement is seeking to
identify the presence of “burner” phones. These inexpensive
devices are used once or for a limited time, and then disposed
of and replaced by new burner phones. They are often bought
by criminals using stolen identity or credit card information.
StingRays devices can also be used by law enforcement to
identify the location of “air cards.”'®

Growing law enforcement use of StingRay technology
reflects the growth of cell phone use. It has been reported that
numerous federal law enforcement agencies in DOJ, the De-
partment of Homeland Security (DHS), and the Department
of the Treasury are currently using some form of StingRay
technology.!! It has also been reported that over 60 state and
local law enforcement agencies have used StingRay technology
in hundreds of cases.'? StingRays can be mounted in vehicles
and aircraft or used as hand held devices.”® This growth has
fueled increasing alarm in the privacy bar regarding the law
enforcement use of the technology, and the perceived lack of
appropriate legal authority by which it is justified. For example,
the American Civil Liberties Union (ACLU) has criticized both
the use of the technology and the secrecy that surrounds its
use.' One chapter of the ACLU has even prepared a primer
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for defense counsel on how to challenge the use of StingRay
technology.®

II. CHALLENGES TO Law ENFORCEMENT USE OF STINGRAY
TecHNOLOGY

A. Legal Standard for Application

Traditionally, prosecutors have sought court authorization
to deploy StingRay devices to locate telephones in criminal
'¢ The traditional approach has been to seek a
court order under the Pen/Trap Statute.'” This statute allows

investigations.

prosecutors to apply, ex parte, for an order authorizing the gov-
ernment to deploy a device that captures non-content informa-
tion. Unlike search warrants or Title III wiretap orders, the Pen/
Trap Statute merely requires that the government establish that
the information likely to be obtained is relevant to an ongoing
criminal investigation.'® (Some courts have ruled that this is
the equivalent of the “reasonable suspicion” standard).” The
Pen/Trap Statute was passed following the holding of the Su-
preme Court in Smith v. Maryland, which held that telephone
users have no reasonable expectation of privacy in the phone
numbers which they dial.? In light of the Court’s holding that
there were no Fourth Amendment restrictions on warrantless
government access to this data, Congress created procedural
protections designed to establish standards and accountability in
the government’s use of this technology.?' At times, prosecutors
have also sought a “hybrid” order, seeking authority under the
Pen/Trap Statute and the SCA.?* The hybrid order is intended
to address possible limitations of the scope of the Pen/Trap
Statute, as it applies to the capabilities of the StingRay device.”

The privacy bar and some academics have insisted that, at
a minimum, applications for deployment of StingRay devices
should be based on search warrants issued upon findings of
probable cause.? Federal court reactions to this challenge has
been mixed. While there are no federal appellate decisions re-
garding StingRay applications,? and relatively few lower federal
court rulings,” litigation regarding StingRay is related to a larger
fight over the legal standard to be used when the government
seeks to obtain historic and prospective CSLI from carriers.”
Once again, the government has historically relied upon the
the court order authority of the Pen/Trap Statute and the SCA
to obtain CSLI data from cell phone carriers.

In a number of recent decisions, federal appellate courts
have provided unusually mixed signals on the legal standard
needed to obtain CSLI from carriers. In a Solomonic decision,
the Third Circuit ruled that the Pen/Trap Statute’s “reasonably
related to a criminal investigation” standard was appropriate, but
that issuing magistrates were free to impose a higher probable
cause search warrant standard.?® In U.S. v. Graham, a divided
panel of the Fourth Circuit ruled that cell phone customers
had a reasonable expectation of privacy in CSLI data provided
to their carriers, and that a search warrant would be required
to obtain it.”” While the panel’s decision could have provided
some certainty on the search warrant requirement, the hold-
ing’s precedential value is now in doubt because the Fourth
Circuit recently agreed to rehear the matter en banc.*® The Fifth
Circuit has ruled that the SCA provides sufficient authority to
obtain historic CSLI without a warrant.?' In U.S. v. Skinner,
the Sixth Circuit clearly ruled that cell phone customers had
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no reasonable expectation of privacy in information that they
voluntarily provided to their service providers, and that a search
warrant was not required.*? Lastly, the Eleventh Circuit recently
reversed its position in U.S. v Davis. As originally decided,
a unanimous panel of the court ruled that customers had a
reasonable expectation of privacy in historic CSLI provided to
their carriers, and that a search warrant would be required to
obtain this data.? However, upon ez banc review, the full court
rejected the panel’s reasoning and concluded that the authority
of a court order under the SCA was sufficient to obtain historic
CSLI without a warrant.*

In many of the reported decisions regarding StingRay
applications, the government initiated the application process
by conceding the need for a search warrant, or by arguing that
the court’s order under the Pen/Trap Statute or SCA should
be based on a probable cause standard. For example, in /n the
Matter of an Application of the U.S. for an Order Relating ro
Telephones Used by Suppressed, the magistrate judge imposed
extensive controls on the government’s use of StingRay tech-
nology.*> What the court’s opinion does not really highlight is
the fact that, from the outset of the case, the government was
applying for a warrant.*® Similarly, in U.S. v. Rigmaiden, the
government’s application was based on a DOJ concession that
a warrant would be required.’”

Despite the fact that a clear majority of appellate courts
have approved the government obtaining historic and prospec-
tive CSLI data without a warrant in cases not dealing with
StingRay, DOJ has been reticent to use the lesser standard in its
applications for StingRay devices. In recent practice and official
policy, DOJ has instead chosen to seek StingRay authority under
asearch warrant standard. Its reticence may be a capitulation by
DOJ to the privacy bar, or it may be a response to real or per-
ceived pressure from Congress. Congress has created statutory
rights of privacy and procedure following the Supreme Court’s
past determinations that such rights were not constitutionally
required. When the Supreme Court ruled in Smith v. Maryland
that persons had no reasonable expectation of privacy in dialed
phone numbers,*® Congress passed the Electronic Communica-
tions Privacy Act (ECPA)* and the Pen/Trap Statute to create
non-constitutional statutory controls on the government’s access
to this data. When the Court ruled in U.S. . Miller*® that no-
tice and an opportunity for a hearing were not constitutionally
required when the government sought records in the hands of
third parties, Congress created procedural requirements through
the Right to Financial Privacy Act.”!

B. The New DOJ Policy

Influential House and Senate members have also sought
to pressure DOJ to adopt a policy of obtaining warrants when
applying for StingRay authority. In 2014, following private
meetings between DOJ representatives and staffers of Senators
Charles Grassley and Patrick Leahy of the Senate Judiciary
Committee, the FBI instituted an internal policy that most FBI
StingRay applications would be based upon a search warrant
standard.®? More recently, in response to similar pressure from
the House Committee on Oversight and Government Reform,
DOJ announced a policy seeking to submit most federal law
enforcement StingRay applications to a warrant standard.®
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The recently issued DOJ Policy Guidance document com-
mits DOJ prosecutors to basing their applications for cell site
simulators on warrants issued under Rule 41 of the Federal Rules
of Criminal Procedure (unless the applications are based on
certain exigent and exceptional circumstances). The document
also sets forth other controls regarding senior official approval,
record keeping, and training.*

Typically, policy statements like this do not apply to the
operation of non-DO]J law enforcement agencies unless some
other law or policy commits those agencies to follow the DOJ
policy.® However, the cell-site simulator policy has a number
of controls that ensure its uniform use throughout federal law
enforcement. For example, the policy states that all federal
applications for StingRay technology must comply with the
policy. Since all federal agents must apply for warrants or or-
ders through a federal prosecutor, the DOJ policy will ensure
uniform application of the policy. Furthermore, in response to
pressure from the same House and Senate committees, many
federal law enforcement agencies outside of the DOJ have made
separate commitments that mirror the DOJ policy guidance.*¢

On the state and local levels, at least twelve states have
passed laws mandating that law enforcement use of a cell-site
simulator must be based upon a court issued search warrant
based upon a finding of probable cause.”’

C. Secrecy Surrounding the Use of StingRay Devices

Despite the legislative scrutiny, federal use of StingRay
devices has been shrouded in secrecy. While law enforcement
has a right to and often does protect sources and methods, the
FBI has imposed unusual controls over the extent to which
StingRay technology can be described in applications for court
orders or warrants, and in subsequent criminal proceedings.
This secrecy has been noted by the privacy bar in support of its
portrayal of StingRay as some sort of spy or military technology
deserving special scrutiny by the courts. Privacy advocates have
also alleged that the government has not been candid with the
courts when describing the capabilities of the technology and
its use by the government.® While most of these charges are
without merit, the unusual level of secrecy has understandably
increased judicial, legislative, and public scrutiny.

The FBI has, in numerous cases, forbidden local law en-
forcement agencies to purchase and use StingRay and related
technology unless they agree to significant restrictions on
publicly releasing information about it. The extent to which
the FBI and Harris Corporation, the manufacturer of StingRay,
have sought to restrict the discussion regarding the capability
and use of the StingRay device is set forth in a remarkable non-
disclosure agreement (NDA). ¥ The NDA appears in a letter
from the FBI to Baltimore police and prosecutors. In the letter,
the Acting Director of the FBI’s Operational Technology Divi-
sion cites the need to protect sensitive law enforcement sources
and methods, and insists that Baltimore officials agree not to
mention the device, its capabilities, or any literature relating to it
in any court proceeding (including warrant applications, grand
jury proceedings, pre-trial discovery, trial, or appeal) without
prior notice to the FBI. Baltimore officials also agreed that if the
FBI determined that the use or description of the technology
in a court proceeding would potentially or actually compro-
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mise the technology, the FBI could request that the charges be
dismissed; upon such a request, the Baltimore officials agreed
to seek dismissal of the underlying charges.”® While it is not
unheard of for prosecutors to dismiss charges to protect sources
and methods, this level of non-disclosure regarding StingRay
devices is unusually high. Some commentators have speculated
that, in addition to the dismissal of state charges, federal charges
in certain cases have also been reduced or dismissed by federal
prosecutors, to avoid disclosure regarding the use and capabili-
ties of StingRay technology.”!

Of particular concern to certain courts and legislators is
the possibility that prosecutors are less than candid in warrant
applications regarding the anticipated uses of StingRays. As a
result, some courts have gone to extraordinary lengths in placing
restrictions on the use of StingRay technology. In one recent
decision, the issuing magistrate expressed frustration with how
little information was provided by the government, stating that
he was forced to do independent research on the capabilities of
the StingRay device because he suspected that the conditions of
an NDA precluded the federal prosecutor and case agent from
being appropriately responsive to his questions.*

Some have suggested that the terms of the NDAs have
prevented federal prosecutors from fully developing the record
regarding the actual uses of StingRay devices, and demonstrat-
ing to courts that the devices are being used appropriately,
within the requirements of existing law. For example, members
of the privacy bar have stressed that StingRay devices are capable
of capturing the content of communications, the warrantless
collection of which violates Title III. They also allege that
because these devices establish connectivity with all local cell
phones, that such connectivity results in an “overcollection”
of information on innocent parties. These arguments reflect a
lack of understanding of how StingRays are deployed, and how
traditional controls over law enforcement surveillance technol-
ogy are applied to StingRay usage.

Under traditional trap and trace orders for telephone
information obtained under the Pen/Trap Statute, law enforce-
ment has often used a device known as a Dialed Number Re-
corder (DNR). While these devices capture dialing information
authorized by the Pen/Trap Statute, they also have the capabil-
ity to intercept content of communications, which is beyond
the scope of the Pen/Trap Statute. Law enforcement agencies
routinely put procedures in place to ensure that this additional
capability is not enabled when the DNR is used to capture Pen/
Trap data.’® In addition to these internal procedures, the Pen/
Trap Statute has always included direct limitations on using
Pen/Trap authority to capture contents of communications.*
The statute also sets forth significant controls regarding record
keeping about the use of this technology.”

Privacy bar concerns related to the overcollection of in-
nocent third party connectivity data beyond that of the target
phone fail to recognize that DOJ, the courts and Congress have
recognized that the possibility of overcollection is inherent in
the deployment of many kinds of law enforcement surveillance
technology. Legitimate concerns have been addressed through
a variety of technological and procedural controls to minimize
overcollection. For example, in 2002, DOJ issued a policy
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document entitled “Avoiding Collection and Investigative Use
of ‘Content’ in the Operation of Pen Registers and Trap and
Trace Devices.”® Furthermore, in its September 2015 policy
statement on cell-site simulators, DOJ specifically defined and
applied overcollection controls to data gathered by cell-site
simulator devices.”

However, overcollection of cell phone data remains an
issue of judicial concern. For example, law enforcement will try
to determine if a subject was in range of particular cell phone
towers by requesting from a cellular service provider a “dump”
of all historic data regarding particular towers during a period
of time.*® This dump enables the government to search the data
for evidence of the target device or person within the range of
cell tower. The privacy bar has contended that the production
of information on non-target devices is beyond the authority
of the SCA.” To date, most courts have agreed that the SCA
authorizes the production of this historic data from cell carri-
ers without a warrant, including information about non-target
phones.®® However, at least one court has cautioned that a dif-
ferent outcome might be compelled when prospective data is
sought via a cell-site simulator.®’

III. Is THERE A REASONABLE EXPECTATION OF PRIVACY IN SELF-
CONNECTING DEVICES?

Traditional Fourth Amendment jurisprudence holds that
the government is usually required to obtain a warrant when
conducting a search in an area where a person has a reasonable
expectation of privacy. The reasonable expectation of privacy
analysis, driven by Justice Harlan’s concurrence in Katz v. U.S.,%
is based on two factors: a person’s actual subjective expectation
of privacy, and the objective reasonableness of such an expecta-
tion. Recently, the Court has sought to apply this analysis to
electronic surveillance when addressing government installed
tracking devices.®?

If courts fully understand how cell phones work and how
they are used, they must conclude that users have no reasonable
expectation of privacy in connectivity data generated by their
cell phones, whether they are used in public or private places.
Modern cell phones connect automatically to various carriers
and devices with minimal user interface. Users expect that their
devices connect to cellular networks at all times to make and
receive calls. While they may not be fully aware of how much
data is shared with their carriers to obtain this connectivity, they
have actual knowledge of multiple aspects of their devices’ data
sharing. They know that their devices clearly and constantly
demonstrate current levels of connectivity (shown as bars on
the cell phone display). Furthermore, users sign terms of ser-
vice agreements as a condition of use. These not only describe
what kinds of information are generated by their phones and
provided to their carriers, but also inform them that this data
may be provided to law enforcement.** Federal Communica-
tions Commission regulations regarding E-911 also require that
all cell phones provide location data to their carriers to assist
in determining the location of calls for emergency service.®

Furthermore, in addition to cellular data, smartphones
automatically communicate with cellular carriers to establish
and maintain Internet connectivity. This results in the auto-
matic provision of additional device connectivity data to third
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parties, including enhanced geolocation information.® None
of this connectivity requires much in the way of user input.
Smartphones that are Wi-Fi enabled also automatically seek
out Wi-Fi hotspots and determine their availability to provide
Internet connectivity. This dialogue results in the automatic
sharing of additional data between these devices.” Similarly,
when a person uses the Internet function on their smartphones
to view web pages, a variety of additional, non-content, rout-
ing, and signaling information is provided to their carrier and
Internet Service Provider (ISP), or to the Wi-Fi hotspot. The
majority of courts that have examined this issue have concluded
that because of the way in which computers share informa-
tion to communicate over the Internet, there is no reasonable
expectation of privacy in this connectivity data.®®

In addition, smartphone users often install applications
(apps) which cause the device to automatically connect with
and send data to app providers. For example, Google, which
manufactures smartphones, and Android, a popular cell phone
operating system, offers a service called “Google Now.” The
app, pre-installed on certain Android devices and available for
download on Apple devices, performs a variety of automatic
functions.” It provides real time traffic information based on
the user’s location, and provides reminders regarding travel and
other calendar events. It performs these functions by automati-
cally determining the device’s location, and by examining the
content of the user's Gmail, contacts and calendars, as well as
web browsing history affiliated with the user’s Google account.”
The user consents to this activity by acknowledging Google’s
terms of service, which state, in part, that Google will collect:

Information you give us. For example, many of our services
require you to sign up for a Google Account. When you
do, we'll ask for personal information, like your name,
email address, telephone number or credit card. . . .
[W]e might also ask you to create a publicly visible Google
Profile, which may include your name and photo.

Information we get from your use of our services. We col-
lect information about the services that you use and how
you use them, like when you watch a video on YouTube,
visit a website that uses our advertising services, or view
and interact with our ads and content. This information
includes:

Device information

We collect device specific information (such as your
hardware model, operating system version, unique
device identifiers, and mobile network information
including phone number). Google may associate your
device identifiers or phone number with your Google
Account.

Log information

When you use our services or view content provided

by Google, we automatically collect and store certain

information in server logs. This includes:

e details of how you used our service, such as your
search queries,

¢ telephony log information like your phone num-
ber, calling party number, forwarding numbers,
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time and date of calls, duration of calls, SMS
routing information and types of calls.

e Internet protocol address.

e device event information such as crashes, system
activity, hardware settings, browser type, browser
language, the date and time of your request and
referral URL.

e cookies that may uniquely identify your browser
or your Google Account.

Location information

. [W]e may collect and process information about
your actual location. We use various technologies
to determine location, including IP address, GPS, and
other sensors that may, for example, provide Google
with information on nearby devices, WiFi access points
and cell towers.

Unique application numbers

Certain services include a unique application number.
This number and information about your installation
... may be sent to Google when you install or uninstall
that service or when that service periodically contacts
our servers, such as for automatic updates.”

It should be noted that the above information is in addition
to information provided by the device to the carrier or ISB, in
order to connect with Google. Upon request, users can obtain
a monthly activity report that categorizes all of the data Google
has accumulated on their activity, including a complete track-
ing record of all phone movements. Google users can log onto
their “Google Dashboard” and see a complete record of their
movements over the years that Google has maintained data on
the tracked device. Dashboard also provides information about
browsing history, e-mail and contacts.”

Additionally, both iPhone” and Android’* operating
systems offer “Find My Phone” features, which allow users to
track, with a reasonable degree of precision, the exact geographic
location of their phones. This function is enabled through the
phone’s geolocation tracking capability as it shares location data
with Apple and Google. The popularity of these functions is
further evidence of the general population’s awareness of their
devices’ automatic connectivity.””

Furthermore, as part of the Internet of Everything, cellular
devices use Bluetooth technology to communicate with other
devices. Bluetooth is a short range radio-based technology that
enables devices, such as cell phones, speakers, automobiles, fit-
ness bands, and computers, to communicate.”® For example,
fitness trackers such as Fitbit track physical activity, sleep dura-
tion, geolocation of activity, and heart rate. This data is then
sent, via Bluetooth, to the smartphone, which transmits the
information to Fitbit servers via cellular or Wi-Fi connections.
The Fitbit app queries the Fitbit servers and provides users
real time reports on their daily physical activity, as well as a
historical report on activity and health trends over a period of
time. Fitbit also sends users a weekly report regarding trends
in data collected.”

In sum, modern cell phone users automatically provide
a host of connectivity data to multiple third parties. (This
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massive volume of shared data is in addition to the content of
their phone calls, text messages, and web searching.) Starting
with U.S. v. Miller,”® and Smith v. Maryland,” courts have long
recognized that users of communication services have lost any
reasonable expectation of privacy in connectivity data shared
with multiple service providers.* Courts have specifically held
that the automated sharing of data over the Internet destroys any
expectation of privacy. For example, the Fifth Circuit recently
joined the Third, Fourth, Eighth and Tenth Circuits in holding
that persons have no expectation of privacy in IP addresses that
are shared in the normal course of Internet use.® Additionally,
courts have ruled that if persons install computer software, such
as peer-to-peer file sharing programs, that disseminate child
pornography, they have lost any expectation of privacy when
they share content as well as connectivity data.®

A number of federal courts have recognized that, given
current levels of connectivity in our society, courts should
not recognize a reasonable expectation of privacy in this cell
phone data. In I re Smartphone Geolocation Application Data,
federal authorities were searching for the target of a pill mill
investigation.® An arrest warrant was issued and the subject
refused to surrender, and authorities did not know where he
was. Federal agents applied for an order under the Pen/Trap
Statute and the SCA, and a warrant under Rule 41(c) to obtain
prospective cell-site location data. In concluding that there was
no reasonable expectation of privacy in the routine provision of
geolocation data to cellular providers, the court also noted the
inherent connectivity of cell phone devices and installed apps.*
The court also noted that users acknowledge this data sharing in
terms of service agreements.®> The court noted that if users did
not want and accept this automatic sharing of data, they could
opt out by turning off their phones.* In I re Application of the
U.S. for Historical Cell Site Data, the Fifth Circuit rejected the
ACLU’s argument that cell phone users retain some expectation
of privacy in CSLI whenever they use their phones.®”

IV. THE WAY FORWARD

Until courts demonstrate a greater understanding of the
level of connectivity of cell phones and other devices, and this
connectivity’s impact on legitimate expectations of privacy
in the Internet of Everything, they will continue to struggle
in applying traditional Fourth Amendment jurisprudence to
existing and developing technology. Courts have struggled
with the reasonable expectation standard in a variety of other
related circumstances. Do persons have a greater expectation
of privacy when the government surveillance is conducted in a
home rather than a public place? Does the government’s use of
certain technologies constitute a trespass into a protected area?®
Does someone who purchases a cell phone using a stolen credit
card have any reasonable expectation of privacy in its subsequent
use? Do persons have a reasonable expectation of privacy in
connectivity data created by stolen phones? Does the right of
privacy in historic CSLI differ from that in prospective CSLI?
Are there limits to warrantless searches of electronic devices?®
Are there limits to government’s use of high technology devices
not available to the general public?”

These questions are harbingers of issues to come. As

Justice Alito observed in U.S. v Jones, “[t]he availability and
34

use of these and other new devices will continue to shape the
average person’s expectations about the privacy of his or her
daily movements.”" To the extent a person has any reasonable
expectation of privacy in simple cellular communication con-
nectivity, does that expectation become unreasonable when the
user has an Internet enabled smartphone that is also constantly
connecting to cell sites and Wi-Fi hotspots and, at a mini-
mum, sharing location data with them? To the extent that this
expectation is reasonable, does it become unreasonable when
the smartphone also connects to apps that constantly track the
user’s location for commercial purposes, or to apps which share
highly personal medical data with third parties? If each of these
factors changes the degree to which society will recognize an
expectation of privacy, how is law enforcement going to know
the level of connectivity of the user when making an application
for a court order or warrant to search for a particular device?*

Finally, because of the growing unwillingness of service
providers to provide assistance to law enforcement, even with
court orders and search warrants, will the government engage in
the greater development and use of self-help surveillance tech-
nology such as StingRay to obtain data directly from devices?
Two recent cases demonstrate this growing tension.

In a recent case dealing with Microsoft,”® law enforce-
ment sought the contents of a Hotmail account maintained
by Microsoft under the search warrant authority of the SCA.*
(Microsoft reports that it processes thousands of such requests
from federal, state and local authorities.)”® Microsoft sought to
avoid compliance with the search warrant on the novel theory
that the servers housing the e-mail were located in Ireland,
and that the federal government would have to go through
diplomatic channels with the Irish government to obtain the
data. The lower courts rejected this argument, and the matter
is now awaiting a decision by the Second Circuit.” Microsoft
seems to be playing a game of Three Card Monte with the data
in a cloud computing environment in order to avoid meeting
its obligations under the SCA. The essence of cloud computing
is the flexibility it gives to storage providers by moving stored
data to a variety of storage environments and locations, with
the assurance to the customer that the data can be produced
anywhere on demand. Microsoft is fully aware that request-
ing data through diplomatic channels will require months, if
not years, of delay in responding to any request where a court
has determined that there is probable cause to believe that a
crime has been committed and evidence of the crime is in a
Hotmail account.”” There is a question whether Microsoft is
truly motivated by a desire to adhere to diplomatic precedent,
or merely trying to avoid the cost of compliance with legitimate
law enforcement requests.”® An additional concern is that, if
Microsoft loses this case, they could further seek to avoid com-
pliance by moving the data to another jurisdiction where the
U.S. has no treaty relations. As noted by the lower court, major
service providers are exploring the creation of “server farms at
sea,” beyond the jurisdiction of any nation.”

The Microsoft fight has been eclipsed by the current
struggle between the FBI and Apple over unlocking the iPhone
used by ISIS adherents in the San Bernardino shooting. Under
the authority of the All Writs Act,'® the DOJ sought to compel
Apple to assist in unlocking the phone. Citing First and Fifth
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Amendment rights, Apple refused to comply with a court
order directing their cooperation. (Apple has also refused to
comply with other state and federal court orders for similar as-
sistance.)'®! Many of the service providers that are supporting
Microsoft in its fight announced their intention to file amicus
briefs supporting Apple.'®* In its pleadings, the DOJ asserted
that Apple’s intransigence was driven less by a desire to protect
privacy, and more by a desire to protect its commercial name.'%
While the DOJ has now sought the dismissal of the San Ber-
nardino All Writs Act matter, because the FBI has been able to
access the phone without Apple’s help, the struggle to compel
Apple to help in other cases is likely to go on.

The privacy bar has sought to portray the use of StingRay
devices as an unreasonable encroachment by the government
upon Fourth Amendment rights regarding electronic com-
munications. As set forth above, this characterization is not
consistent with recognized jurisprudence regarding reasonable
expectations of privacy. Instead, the debate should be focused on
whether or not there is a need to create a new statutory right of
privacy in this area, along with appropriate controls on govern-
ment access to this data. Some courts have suggested that these
and other privacy issues relating to electronic communications
in the twenty-first century are best resolved through legislative
rather than judicial actions.'™ Through the passage of ECPA,
the Pen/Trap Statute, and the Communications Assistance to
Law Enforcement Act,'” Congress has previously demonstrated
that it can define non-constitutional rights and controls over
government surveillance, and dictate actions which service
providers must take to provide assistance to law enforcement.
It remains to be seen if Congress is up to today’s challenge.
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