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Federalism and Separation of Powers
THE STATE SECRETS PRIVILEGE: NECESSARY EVIL?
By Claudio Ochoa*

The state secrets privilege is a common-law evidentiary 
privilege that allows the Executive to withhold certain 
information from civil discovery if it believes disclosure 

would harm the national security or foreign policy of the United 
States. Th e privilege is absolute. If a court accepts the Executive’s 
assertion that the subject evidence could reasonably harm the 
nation’s security, the information may not be disclosed regardless 
how great the need of the party seeking discovery is said to be. 
In addition to sanctioning sensitive evidence or information in 
its possession, the Executive can apply the privilege to protect 
against disclosure of the nation’s intelligence gathering sources, 
methods, and capabilities, and against disruption of diplomatic 
relations with foreign governments.1 

Th e Bush Administration has been thoroughly criticized 
for its use of the privilege, which it has invoked on numerous 
occasions.2 Th e most notable invocations include dismissals 
of (1) a suit brought by a FBI “whistleblower” against the 
Bureau;3 (2) a claim that the CIA discriminated against an 
African-American operations offi  cer because of his race;4 (3) 
allegations that CIA operatives kidnapped, tortured and held 
incommunicado a foreign-national until releasing him without 
charges more than a year later; and (4), most recently, the 
attempt to prevent judicial review of the National Security 
Agency’s domestic surveillance program.5

Due to the alarming outcome required by the privilege in 
these and other cases, the state secrets privilege has come under 
attack as “undemocratic” and a “relic of the cold war.”6 Th is 
article examines the state secrets privilege, its jurisprudential 
evolution, its critiques and its justifi cations. 

The Jurisprudential Evolution of the Privilege

American courts fi rst alluded to the privilege in the 1807 
treason trial of Aaron Burr.7 While the case did not turn on the 
matter, the court acknowledged that there may be circumstances 
where courts should suppress evidence if “it would be imprudent 
to disclose,” or was the “wish of the executive.”8  

Th e Supreme Court fi rst addressed (a form of ) the 
privilege in 1876 in Totten v. US, which involved the estate of a 
man who claimed he had entered into a clandestine agreement 
with President Lincoln to spy on the Confederacy during the 
Civil War.9 Although he had performed the service, after the 
President’s death, the Government refused to pay his estate, 
questioning Lincoln’s prerogative to enter into such a contract. 
In reviewing the lower court’s opinion, which supported the 
Government’s refusal, the Court noted that its objection was 
not to the contract, but to the power of the courts to act upon 

this issue. Given the secret nature of the employment, the Court 
found that the Judiciary could not review the matter without 
exposing sensitive details that could pose a “serious detriment 
[to] the public.”10

Th e Supreme Court dismissed the case and closed its 
opinion by declaring:

It may be stated as a general principle, that public policy forbids 
the maintenance of any suit in a court of justice, the trial of 
which would inevitably lead to the disclosure of matters which 
the law itself regards as confi dential, and respecting which it will 
not allow the confi dence to be violated.11

Th e Judiciary did not signifi cantly modify privilege 
jurisprudence until 1953, when the Supreme Court decided 
U.S. v. Reynolds, which established the basis for our current 
understanding of the doctrine. Reynolds concerned the deadly 
crash of a B-29 aircraft that was testing secret electronic 
equipment.12 Th ree widows of the deceased civilians onboard 
sued the Government under the Federal Tort Claims Act. 
At issue was access to the offi  cial accident report, which the 
Government refused to produce to the plaintiff s on the grounds 
it was “privileged.”  Th e Government also refused to provide the 
report to the district and appellate court so each could judge 
the sensitivity of the information itself. Consequently, both 
courts rejected the Government’s privilege claim, holding it in 
violation of the Constitution’s system of checks and balances, 
and entered judgment for the plaintiff s.13

The Court reversed the Third Circuit, however, 
concluding that such a privilege did exist and should be weighed 
in the facts of the case. In an attempt to craft a compromise 
between national security and the need for judicial inquiry, 
it held that the Executive may invoke this privilege if it can 
“satisfy the court, from all the circumstances of the case, that 
there is a reasonable danger that compulsion of the evidence 
will expose military matters which, in the interests of national 
security, should not be divulged.”14 Recognizing that “judicial 
control over the evidence in a case can not be abdicated to the 
caprice of executive offi  cers,”15 it added that a court should at 
the same time “not jeopardize the security which the privilege 
is meant to protect by insisting upon an examination of the 
evidence, even by the judge alone, in chambers.”16  

Th e decision acknowledged a principle of proportion: 
the greater the need demonstrated by the moving party, the 
further the court should inquire as to the propriety of allowing 
the privilege’s invocation.17 Th e Court, however, warned that 
such inquiry did not constitute a strict balancing test: “even 
the most compelling necessity cannot overcome the claim of 
privilege if the court is ultimately satisfi ed that military secrets 
are at stake.”18 Subsequent courts have affi  rmed this principle, 
arguing that the balance was “struck”19 in Reynolds “between 
the interest of the public and the litigant in vindicating private 
rights and the public’s interest in safeguarding the national 
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security.”20 In other words, the privilege is absolute—“[n]o 
competing public or private interest can be advanced to compel 
disclosure.”21

Reynolds announced a two-part procedure through which 
the Executive can formally assert the privilege. First, there 
must be a formal claim of privilege, lodged by the head of the 
department that has control over the matter, after personal 
consideration by that offi  cer.22 Second, once properly invoked, a 
court must review the claim to determine if the “circumstances 
are appropriate for a claim of privilege; such a judicial enterprise 
requires delicacy, so as not to ‘forc[e] a disclosure of the very 
thing the privilege is designed to protect.’”23 Courts must 
uphold the privilege if the Government provides adequate 
demonstration that “the information poses a reasonable danger 
to secrets of state.”24

When considering Reynolds, it is important to note that 
the Supreme Court decided the case during the emergence of 
the Communist threat. Th is context appears to have contributed 
to its decision to suppress the B-29 crash report (“we cannot 
escape judicial notice that this is a time of vigorous preparation 
for national defense”).25 Still, the Court’s recognition of 
the privilege appears to stand independent of this fact (“the 
principles which control the application of the privilege emerge 
quite clearly from the available precedents).”26

Criticism of the Privilege

Criticism of the privilege is understandable given its eff ect 
on two staples of our system of government: (1) the concept 
of separation of powers, and (2) the protection of individual 
rights. 

Separation of Powers
Th e tension between the privilege and separation of 

powers was articulated best by the Th ird Circuit in Reynolds:

But to hold that the head of an executive department of the 
Government in a suit to which the United States is a party may 
conclusively determine the Government’s claim of privilege is to 
abdicate the judicial function and permit the executive branch 
of the Government to infringe the independent province of the 
judiciary as laid down by the Constitution . . . the Government 
of the United States is one of checks and balances. One of the 
principal checks is furnished by the independent judiciary . . . 
Neither the executive nor the legislative may encroach upon the 
fi eld which the Constitution has reserved for the judiciary by 
transferring to itself the power to decide justiciable questions 
which arise in cases or controversies submitted to the judicial 
branch for decision.27

Courts have nevertheless been reluctant to scrutinize 
executive invocations of the privilege because national security 
matters are uniquely within its expertise. As such, the Executive 
deserves “the utmost deference.”28 Without a meaningful check-
and-balance, though, it is conceivable the Executive could abuse 
this power to shield information for reasons other than national 
security. As the Supreme Court noted in U.S. v. Nixon, in its 
discussion of the President’s claim of executive privilege: 

It is but a small step to assert a privilege against any disclosure 
of records merely because they might prove embarrassing 
to government offi  cers. Indeed it requires no great fl ight of 

imagination to realize that if the Government’s contentions in 
these cases were affi  rmed the privilege against disclosure might 
gradually be enlarged by executive determinations until, as is 
the case in some nations today, it embraced the whole range of 
governmental activities.29

 Despite this warning, courts have tended to grant the 
Executive signifi cant license to label evidence “secret.” Th is allows 
it to protect information even for inappropriate purposes—
including “to cover up embarrassment, incompetence, 
corruption or outright violation of law.”30 History is scattered 
with various examples of such abuse.31 Some critics claim that 
the Executive abused the privilege in the very case in which 
the Supreme Court fi rst formally discussed the privilege, U.S. 
v. Reynolds.32  

John Dean, former White House Counsel to President 
Nixon, goes so far as to assert that “the invocation of national 
security [in state secrets cases] borders on being a hoax.”33 In 
his opinion, secrets that could harm national security are very 
rare—most assertions of the privilege are designed to protect 
embarrassing information and executive overreach of power.34 
As a result, the privilege is “more a sword than a shield,” because 
the government can dispose of a case without litigating the 
legality of its actions and without having to say exactly why 
the privilege applies.35 

Individual Rights
Th e second critique of the state secrets privilege concerns 

its eff ect on individual and constitutional rights. When invoked, 
the privilege may infringe, if not quash, these rights in the 
following ways:

i) Dismissal of legitimate claims: “Denial of the forum 
provided under the Constitution for the resolution of 
disputes, U.S. Const. art. III, § 2, is a drastic remedy that 
has rarely been invoked.”36 Yet, this is often the result if 
the Executive chooses to invoke the privilege. Because 
there is no balancing of the merits of a claim versus 
the importance of the “secret information,” courts will 
dismiss even legitimate and meritorious claims if they 
accept the Government’s assertion that discovery could 
reasonably harm national security.37 In some instances, 
this could eff ectively allow executive agencies to “opt out 
of compliance” with federal statutes by claiming simply 
that the subject matter touches on issues of national 
security.38

ii) Ex parte communications: “Justice is rooted in the notion 
that ‘truth will emerge from two advocates presenting their 
version of the facts in a structured format to a neutral and 
detached decision-maker.’”39 But invocation of the privilege 
often results in ex parte communications between federal 
offi  cials and the judge, during which the government seeks 
to persuade the court that issues of national security are at 
stake. Because opposing counsel often lacks the adequate 
clearance, counsel may never know the substance of these 
meetings or the evidence presented by the Government. 
Additionally, ex parte communications may deny counsel 
the right to be heard on an issue, as guaranteed by the Sixth 
and Fourteenth Amendments.40
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iii) In camera review: “Disclosures in camera are inconsistent 
with the normal rights of a plaintiff  of inquiry and cross-
examination, of course, but if the two interests cannot be 
reconciled, the interest of the individual litigant must give 
way to the government’s privilege against disclosure of its 
secrets of state.”41 

iv) “Blind Counsel”: Private counsel require access to 
information about their client’s case in order to serve as an 
eff ective advocate. As a result of ex parte communications, 
classifi ed evidence, and redacted briefs and opinions, it may 
be impossible for counsel to know the basis of a court’s 
ruling. “In appealing such a ruling,” scholars William 
Weaver and Robert Pallitto note, “it is unclear how a 
litigant would be able to go about addressing arguments it 
may not see, drawn from evidence it may not review.”42 

v) Substantive rights: Th e Bill of Rights guarantees certain 
rights to each citizen of the United States, such as the  
right to free speech and protection against unreasonable 
search and seizure. In some recent cases, plaintiff s have 
claimed that the Government has infringed on these 
rights in violation of the Constitution. Yet, by invoking 
the state secrets privilege, the Executive can shield any 
alleged constitutional violation from substantive review by 
a court, regardless of the merits of the claim. In this sense, 
it appears ultra-constitutional.43

Justification for a Strong Privilege

Although these are real and concerning byproducts of 
the privilege, many argue that they must be considered in 
conjunction with the privilege’s justifi cation. 

Separation of Powers
First and foremost, it is argued, the Executive does not 

have absolute, un-checked power to invoke the privilege. Th e 
privilege is only absolute in the sense that issues of national 
security will always pre-empt those of the individual. However, 
before the privilege can reach that point, a court must be satisfi ed 
that the case poses a reasonable danger to secrets of state.44 A 
court is free to review, question and analyze the Government’s 
assertion until it reaches that level of comfort. It is ultimately 
up to the court whether to allow its invocation. 

Courts have granted the Executive extreme deference in 
examples where it has been invoked because they themselves 
have recognized that the Judiciary is ill-equipped to review 
matters of national security.45 For instance, in Haig v. Agee, the 
Court noted: “[m]atters intimately related to foreign policy 
and national security are rarely proper subjects for judicial 
intervention.”46 Likewise, El-Masri v. Tenet: “courts must [] 
bear in mind the executive branch’s preeminent authority over 
military and diplomatic matters and its greater expertise relative 
to the judicial branch in predicting the eff ect of a particular 
disclosure on national security.”47

Th is position has been reinforced by what has become 
known as the mosaic theory, which recognizes that “intelligence 
gathering . . . is more akin to the construction of a mosaic than 
it is to the management of a cloak and dagger aff air. Th ousands 
of bits and pieces of seemingly innocuous information can be 

analyzed and fi tted into place to reveal with startling clarity how 
the unseen whole must operate.”48 Th us, the Executive, which 
“must be familiar with ‘the whole picture,’ as judges are not, [is] 
worthy of great deference given the magnitude of the national 
security interests and potential risks at stake.”49

Th is deference may be grounded on a deeper level, as 
well. Th ere is signifi cant authority for the argument that the 
President’s authority to invoke the privilege is in part based on 
Article II of the Constitution, not just strictly the common law.50 
It is widely recognized that the President has the “authority to 
control access to information bearing on national security . . . 
[which] exists quite apart from any congressional grant. . . . Th e 
authority to protect that information falls on the President as 
head of the Executive Branch and as Commander in Chief.”51 In 
Nixon, the Supreme Court “emphasized the heightened status of 
the President’s privilege in the context of ‘military, diplomatic, 
or sensitive national security secrets.’”52  

Notably, Justice Stewart, in his concurrence in New York 
Times Co. v. U.S., recognized that Executive power in the areas 
of national defense and international relations were largely 
unchecked by the legislative and judicial branches.53 Rather 
than rein in this power, he concluded: “Th e responsibility must 
lie where the power is. If the Constitution gives the Executive a 
large degree of unshared power in the conduct of foreign aff airs 
and the maintenance of our national defense, then under the 
Constitution the Executive must have the largely unshared 
duty to determine and preserve the degree of internal security 
necessary to exercise that power successfully.”54

The Founders themselves apparently recognized at 
least the need for such a privilege. John Jay in Th e Federalist 
Papers observed that the only way the Executive could gather 
valuable intelligence was if it could protect its sources from 
discovery, even by other branches of the government.55 George 
Washington, in deciding whether to turn over documents to the 
Congress, stated that “he could readily conceive there might be 
papers of so secret a nature, as that they ought not to be given 
up.”56 His cabinet, including members Th omas Jeff erson and 
Alexander Hamilton, unanimously agreed that “the Executive 
ought to communicate such papers as the public good will 
permit, and ought to refuse those, the disclosure of which 
would injure the public.”57 

Although all these instances dealt with Executive 
privilege—withholding documents from Congress or the 
public at large—there is no reason to believe the state secrets 
privilege—the withholding of evidence in litigation based on 
national security concerns—should operate diff erently. Th e 
public, and both the legislative and judicial branches can lay 
an equal claim on the information. Th us, the genesis of the 
privilege was not the Cold War, but a recognized need to ensure 
the continued existence of the country. 

Individual Rights
 At the outset, it must be noted that the state secrets 

privilege directs dismissal only if the information at issue goes to 
the core of the claim or a potential defense. It is undeniable that 
the privilege has a devastating eff ect on individual litigants who 
face such a result, but this is an inescapable fact of competing 
interests. It is often recognized that “[t]he state secrets privilege 
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is the most basic of government privileges [because] it protects 
the survival of the state, from which all other institutions 
derive.”58 In other words, the very purpose of the privilege is 
to serve the common good. And for this reason, the law must 
render individual interests secondary to the general citizenry, 
especially in the context of terrorism where there is a signifi cant 
potential of wide-spread public harm.

Th e Fourth Circuit directly faced this dilemma in Sterling 
v. Tenet, where the defendant brought a racial discrimination 
suit against the Director of the Central Intelligence Agency.59 
In dismissing his claim under the Government’s invocation of 
the privilege, the court noted:

We recognize that our decision places, on behalf of the entire 
country, a burden on Sterling that he alone must bear. ‘When 
the state secrets privilege is validly asserted, the result is unfairness 
to individual litigants—through the loss of important evidence 
or dismissal of a case—in order to protect the a greater public 
value.’ Yet there can be no doubt that, in limited circumstances 
like these, the fundamental principle of access to court must 
bow to the fact that a nation without sound intelligence is a 
nation at risk.60

Secrecy, although disfavored in a democratic government, 
has long been held a requisite for any successful intelligence 
operation. 61 Th e view was put by George Washington, the 
fi rst President of the Republic, during his time as General: 

Th e necessity of procuring good intelligence, is apparent and 
need not be further urged. All that remains for me to add is, 
that you keep the whole matter as secret as possible. For upon 
secrecy, success depends in most Enterprises of the kind, and for 
want of it they are generally defeated.62

Further justifi cation of the privilege is made on the grounds 
that not only is secrecy necessary to gain valuable intelligence to 
protect Americans but also in ensuring that the very methods 
used to secure that information not be compromised. According 
to the current administration, “disclosure of this information 
‘would enable adversaries of the United States to avoid detection 
from the nation’s intelligence activities, sources, and methods, 
and/or take measures to defeat or neutralize those activities, 
thus, seriously damaging the United States’ national security 
interests.’”63 To give a plaintiff  or even a group of plaintiff s the 
power to force the Executive to disclose details about secret 
informants, operations, or programs (including those that 
have been successful in gathering information or preventing 
attacks)—thereby compromising their integrity and the safety 
of American citizens—would “convert the constitutional Bill 
of Rights into a suicide pact.”64

One might add that the state secrets privilege is also 
comparable to several other recognized evidentiary privileges.65 
To take one example: the privilege against self-incrimination. 
Th is privilege is also absolute in the sense that a witness can 
maintain it regardless of the need of the Government or any 
other party.66 In order to allow its invocation, “the court must 
be satisfi ed from all the evidence and circumstances, and ‘from 
the implications of the question, in the setting in which it is 
asked, that a responsive answer to the question or an explanation 
of why it cannot be answered might be dangerous because 
injurious disclosure could result.’”67 “If the court is so satisfi ed, 

the claim of the privilege will be accepted without requiring 
further disclosure.”68

CONCLUSION
For these reasons, it can well be argued that the privilege 

is neither undemocratic nor a relic of the Cold War. Due the 
drastic eff ect it has on litigants each time it is invoked, it is 
also evident, however, that the privilege comes at the expense 
of individual liberty. Th is tradeoff , always distasteful, may in 
the end be necessary to ensure the survival of the very system 
of government that allows us to pursue those liberty interests 
in the fi rst place. 
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