LEGAL PrROBLEMS WiITH ONLINE GAMBLING
By RoNALD J. RycHIAK*

L. Introduction

Not long ago, Nevada and Atlantic City, New Jersey
stood out from the rest of the nation as jurisdictions where
one could bet legally. With the emergence of Indian gaming,
state lotteries, riverboat gambling, and other forms of legal
wagering, today two states (Utah and Hawaii) stand alone as
the only jurisdictions without some form of legalized gaming.
In fact, today anyone with a computer and Internet access
can go to a “virtual casino” and gamble on almost any ca-
sino-style game or place bets on professional and collegiate
sporting events.

Online gaming is emerging as a major enterprise for the
Internet, and a serious concern for lawmakers.! There are
presently more than 1,400 gambling (or “gaming”) sites on
the web. With about 14.5 million patrons, it is estimated that
global revenues for Internet gaming were about $4.2 billion in
2003.2 Many observers believe that Internet gaming is well
on its way to becoming a $100 billion-a-year industry.

Despite its prevalence, Internet gambling is illegal in all
fifty states.> Several foreign nations, however, either sanc-
tion Internet gaming or do not enforce laws against it. Since
web pages do not recognize international borders, a gaming
site operated in any nation can attract gamblers from every
other nation. Most Internet gamblers are from the United
States,* and that is a serious concern for American lawmak-
ers.

Gambling, of course, has traditionally been seen as a
vice, and in the United States it has a history associated with
organized crime. As states have moved toward legalization,
they have also instituted strict regulatory schemes designed
to keep the games fair and the ownership honest. With
Internet gaming, however, this may be impossible. “One of
the most heavily regulated industries in the world has crashed
with full force into one of the most unregulated, and inher-
ently unregulatable, phenomenon of modern times.”

Several different concerns lead to the call for regula-
tion or prohibition of Internet gambling:

-Concern about underage gamblers. Obviously,
it is harder to verify age over the Internet than in
person.

-Concern about fraud by Internet casino opera-
tors. Internet casino operators have already
avoided paying their customers either by refus-
ing to pay or by moving their website to another
address and changing the name.¢

-Concern that video gambling (whose addictive
nature has been compared to crack cocaine)’ from
the privacy of one’s own home will lead to an
increase in gambling addiction.?

-Concern that Internet casinos will negatively
affect state tax revenues by taking business away
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from brick-and-mortar casinos that pay taxes.’

These reasons for wanting to control Internet gaming,
however, do not translate easily into action. When it comes
to regulation or prohibition, there are two basic lines of
thought. One line holds that Internet gambling cannot be
entirely stopped, so it has to be regulated.'® The opposing
argument is that it cannot be regulated, so it must be prohib-
ited."" Unfortunately, both groups are partially correct:
Internet gaming is very difficult to regulate or to prohibit.

Since many of the Internet gaming web pages are
sanctioned by some foreign government, one possibility
would be simply to rely upon the regulatory authority pro-
vided by that nation. An obvious problem with that solution
is that regulation in another nation is unlikely to protect
American gamblers. More importantly, many (but not all)'?
of the sanctioned virtual casinos are located in small, island
nations that provide virtually no actual regulation; they just
charge a fee.!® Consider:

In Nevada and New Jersey the applicant for an
unrestricted gaming license can expect the pro-
cess to take one to two years. The applicant has
the burden of proving to the licensing authori-
ties that it is legitimate and has the necessary
skills available to operate a casino in compliance
with the law. The applicant must pay the costs
of the independent investigation undertaken to
test the accuracy and complete truthfulness of
its responses to the myriad questions answered
in filling out the application. These costs rou-
tinely amount to between $500,000 and $1,000,000.
There are public hearings to delve into personal
and business transgressions admitted in the ap-
plication or turned up in the investigation. These
amounts do not take into consideration the legal
fees that each applicant incurs in getting help
and advice in connection with the process.'*

In contrast, most of the off-shore nations that license
Internet casinos charge between $8,000 and $20,000, and the
time to obtain the license is between one and five weeks."
Obviously, these other nations do not devote as much time
and effort to gaming regulation as is expected in the United
States. As such, reliance on the laws of other nations will not
meet the needs of American lawmakers.'*

Since gambling has traditionally been a matter of state
concern, some individual states have taken action to try to
stop Internet gambling. In 2001, for instance, New Jersey’s
Attorney General filed civil suits against three offshore casi-
nos."” This is in line with similar actions taken by officials in
New York, Minnesota, and Missouri."® In Florida, the Attor-
ney General distributed “cease and desist” letters to at least
ten media companies providing publishing or broadcasting
advertisements for offshore computer gambling sites."
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The Attorneys General of Indiana, Minnesota, and
Texas have all issued opinions specifically declaring Internet
gambling illegal under the laws of their respective states,”
and other states are putting new legislation in place.! Legal
actions, however, are very difficult to bring. The Internet
casino operations are usually located beyond the state’s ju-
risdictional limits,” and even if the necessary evidence could
be uncovered, prosecutors are unlikely to go after individual
gamblers. As such, states have been unable to significantly
impact online betting.

Federal law has its own problems.”® The U.S. Depart-
ment of Justice takes the position that Internet gambling is
illegal under at least four federal statutes: the Interstate and
Foreign Travel or Transportation in Aid of Racketeering En-
terprises Act (otherwise known as the Travel Act);>* the Pro-
fessional and Amateur Sports Protection Act;* the Inter-
state Transportation of Wagering Paraphernalia Act;*® and
the Wire Act.”

The most notable prosecution was probably that of
Jay Cohen, an American citizen who set up a bookmaking
business in the Caribbean island of Antigua. Although
Cohen’s operation was based exclusively in Antigua, it tar-
geted customers in the United States through advertisements
in American radio, newspaper, and television. Bets on Ameri-
can sporting events were accepted either by toll free tele-
phone or via the Internet.

The FBI began an investigation of the company in 1997.
In a 15-month period, Cohen’s company collected approxi-
mately $5.3 million in funds wired from nearly 1,600 custom-
ers. Cohen was eventually arrested and charged with crimi-
nal conspiracy and substantive offenses under the Wire Act.
His various asserted defenses were rejected in a lengthy Cir-
cuit Court opinion, and Cohen was convicted and sentenced
to 21 months in prison. Both the conviction and the sen-
tence were upheld on appeal.?®

Despite the holding in Cohen’s case, there are signifi-
cant questions about the applicability of existing federal leg-
islation to on-line casinos, which might be viewed differently
from a sports betting operation like Cohen ran.” The current
federal legislation was enacted with an eye toward prohibit-
ing sports betting, but none of the current federal statutes
expressly deal with Internet casino-style gambling. Recently,
the U.S. Fifth Circuit Court of Appeals held that the Wire Act
does not apply to Internet casinos.® As such, federal legis-
lators have been scrambling to come up with laws that can be
effective in stopping or regulating Internet gaming. While
they differ in details, there are two principal areas of focus:
Internet service providers and financial transactions facilita-
tors.

II. Internet Service Providers and the Kyl Bill

Senator Jon Kyl of Arizona has proposed at least two
versions of the Internet Gambling Prohibition Act, more com-
monly known at the “Kyl Bill.”*' ~ The most recent con-
gressional action on Internet gambling occurred in the sum-
mer of 2003, when the Senate Banking Committee voted 19-0
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to approve restrictions proposed by Kyl and the House voted
319-104 to outlaw the use of credit cards, checks and other
bank instruments to pay for Internet bets. The House ver-
sion was similar to the original version of Kyl’s legislation,
but the Senate Banking Committee added a provision to pre-
vent states from authorizing online wagers within their bor-
ders. That immediately drew opposition from the American
Gaming Association, which complained this would favor In-
dian gaming and the parimutuel industry over mainstream
casinos. See Tony Batt, Congress Unlikely to Act on Internet
Gambling: Budget Expected to be Top Priority of
Post-election Agenda, Las VEGAS REVIEW-JoUrNAL, Oct. 27,
2004. This legislation would focus on Internet Service Pro-
viders (“ISPs”). ISPs provide a direct connection from a
company’s networks to the Internet. They may also provide
related services such as virtual hosting, leased lines (T-1 or
T-3) and web development. Since no web page can operate
without being located on a server, ISPs make logical targets
for law enforcement. Among the largest national and re-
gional ISPs are AT&T, WorldNet, IBM Global Network, MCI,
Netcom, UUNet, and PSINet.

The Kyl Bill would make it illegal for any person en-
gaged in a gambling business to knowingly use the Internet
to place, receive, or otherwise bet or wager, or to send, re-
ceive, or attract information aiding in wagering or betting.*
The logical problem with targeting ISPs would seem to be in
demonstrating that the ISP knew the character of the activity
offered on each of millions of websites that it serves. “To
expect each ISP to know the nature and content for all exist-
ing and new hosts is unrealistic and a viable defense to crimi-
nal prosecution.”

Aware of this problem, Senator Kyl structured his bill
to allow any local, state, or federal law enforcement agency
to notify an ISP of an aberrant server and request that the ISP
terminate its service. The legislation would shield ISPs from
civil liability if they voluntarily terminate service to the of-
fending web page.®* On the other hand, if the ISP fails to
discontinue service, the law enforcement agency can seek a
preliminary injunction requiring it to terminate service.*

Despite the thought that went into the Kyl Bill, it still
suffers from the problem of being unable to affect ISPs hosted
in foreign nations where Internet gaming is legal.*® As such,
it seems that a law focusing on ISPs will ultimately be unable
to prohibit or regulate Internet gambling in an effective man-
ner.

III. Financial Transactions

Internet gaming relies on the use of credit cards and
other means of transferring funds. As such, many legislators
and commentators have identified financial institutions as a
possible focus for Internet gaming regulation.

[I]t is obvious that, in order for an Internet or
related telephonic gambling operation to be com-
mercially viable, money must flow from bettors
to the operator and presumably in the opposite
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direction as well. The mechanisms for these trans-
fers are the financial service providers, i.e. credit
card companies, banks, and other entities that
provide the means for fund transfers. Control of
such financial service providers can therefore
constitute a very potent and effective means of
enforcing (albeit indirectly) a prohibition against
illegal gambling activity.’’?

In 2002, the New York Attorney General took action
against online casinos by suing Citibank and PayPal for fa-
cilitating them. Citibank ultimately paid $100,000 in costs and
$400,000 to groups providing counseling to recovering prob-
lem gamblers.®® Tt also agreed to “block and decline authori-
zations for bankcard transactions consistent with and pursu-
ant to, then-standard Visa and MasterCard rules and proce-
dures for posting to bankcard accounts that are marketed to
consumers in the United States.”*

The New York Attorney General also reached a settle-
ment with the money transfer service, PayPal, Inc.** This
agreement provided that PayPal would stop “processing any
payments for online gambling merchants, where such pay-
ments involved New York members.”*! PayPal paid $200,000
in costs, penalties, and “disgorgement” of online gaming
profits.*>  There have also been attempts by losing gamblers
to avoid payments to credit card companies for gambling
debts (based on the Statute of Anne).*

Because of legal actions like these, many leading credit
card companies, including Bank of America, Fleet, Wells Fargo,
MBNA, Chase Manhattan and others, now attempt to block
Internet gaming transactions.* It can be, however, difficult
for financial institutions or government regulators to identify
a particular business as being in the casino industry. This is
particularly true if the business seeks to disguise itself by
handling transactions through an ancillary “ghost” firm that
shows up as a legitimate, non-gambling business.** When
that is done, “it is extremely difficult for regulators [or finan-
cial institutions] to differentiate Internet gambling Web site
data transfer and legal data transfer.”* Because of dodges
like this, 85% of online casinos are able to report that they
accept Visa and Mastercard, and about two-thirds report that
they accept PayPal.*’ So, like laws aimed at ISPs, federal
laws aimed at financial institutions are not having much suc-
cess in stopping online gambling.

IV. International Concerns and the WTO

Recently, the World Trade Organization issued a pre-
liminary ruling against the United States on Internet gaming.
The island nations of Antigua and Barbuda contended that
the United States ban on Internet gaming was an unfair trade
practice in violation of the terms of its agreement with the
WTO. Antigua and Barbuda complained that the United
States through the various federal statutes in combination
with state laws has created the effect of a complete and total
prohibition of Internet gambling. Antigua also argued that
the United States’ ban on allowing its residents to use online
wagering services based in Antigua harmed its ability to di-
versify Antigua’s economy.
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A panel from the WTO ruled that a United States ban
on Internet gambling was indeed a violation of global trade
rules. It held that the United States was violating its commit-
ments under the General Agreement on Trade Services
(GATS) by not providing market access and/or national treat-
ment under GATS to Internet gambling services provided by
operators licensed by the governments of Antigua and
Barbuda. The Bush Administration has vowed to vigorously
appeal the decision.*®

Under international law, if the panel is upheld Antigua
and Barbuda could impose trade sanctions (which would
hurt their economies more than the United States), or the
United States might elect to pay sanctions to the two na-
tions. Obviously, neither of those outcomes is likely. The
problem that may one day arise is that a more formidable
nation with an economic interest in Internet gaming, such as
England, may also challenge the United States laws and regu-
lations.* If that happens, the United States may be forced to
take another look at how it treats Internet gambling.

V. Conclusion

In 2002, the United States General Accounting Office
performed a survey of Internet gambling web sites. The find-
ings showed that current federal statutes are not effective in
controlling Internet gambling.®® Recent legislative propos-
als that have focused on ISPs or financial institutions also
have difficulties. Must, then, American lawmakers resign
themselves to permanent, unregulated Internet casinos?
Maybe not.

Since Internet casinos cannot be stopped as long as
they are legal in other nations, American lawmakers should
focus on a certification process for online casinos. Those
casinos that are already operating traditional gambling es-
tablishments within the United States could be given the
opportunity to develop online casinos which would be ac-
cessible through a regulatory gateway page.”! These online
casinos would face competition from unregulated virtual ca-
sinos, which might be able to operate at a lower cost than the
regulated web pages. Gamblers wanting assurance of fair
games, however, would presumably be interested in using
the regulated pages, particularly when they are linked to well-
established casino brand names.

Regulators (and tax authorities) would have substan-
tial control over these online casinos, because of the brick-
and-mortar casinos over which they also have control. As
such, reasonable regulations could be put in place to assure
fair games, verify the age of gamblers, collect taxes, and mini-
mize the risk to problem gamblers (to the extent that is pos-
sible). Unregulated online gaming would still exist, but if this
regulation were done correctly, these officially sanctioned
web pages should be able to capture a significant portion of
the market. Consumers would have the choice of betting
with casinos that are regulated and fair, or they could take
their risks with other entities that are less secure but might
offer better odds. In the end, the market could play a signifi-
cant role in bringing online gaming under control.
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*Ronald J. Rychlak is a professor at the University of Missis-
sippi School of Law.
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