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Federal Cybersecurity Programs 
 
On March 2, 2010, the White House declassified a summary of the Comprehensive National 
Cybersecurity Initiative (CNCI).1

 

  Initially promulgated by President Bush in January 2008 in 
National Security Presidential Directive-54/Homeland Security Presidential Directive-23 
(NSPD-54/HSPD-23), CNCI lays the groundwork for overhauling, uniting, and coordinating 
efforts to protect our nation’s cyber infrastructure. 

The declassified summary briefly lays out a series of twelve initiatives that bring together the 
resources of federal law enforcement, intelligence, and defense communities, as well as state and 
local authorities and private-sector players, to fulfill three goals that serve to protect national 
security and economic interests.  These goals include: enhancing government-wide situational 
awareness of present network vulnerabilities; improving counterintelligence capabilities to 
defend against cyber threats; and coordinating future research and development efforts to deter 
the constantly-evolving hostile and malicious activities of some cyberspace actors. 
 
The twelve initiatives call for: 

- Consolidation of the federal government’s external access points via the Trusted Internet 
Connections (TIC) initiative, overseen jointly by the White House Office of Management 
and Budget and the Department of Homeland Security (DHS); 

- Deploying the EINSTEIN 2.0 system to detect unauthorized access and malicious content 
on federal systems by analyzing network flow information, and reporting that activity to 
DHS’ Computer Emergency Readiness Team (US-CERT) so it can share the necessary 
information with all potentially affected government and private entities; 

- Development of the EINSTEIN 3.0 intrusion prevention system by DHS and the National 
Security Agency, which will automatically detect and respond to activity exhibiting 
threat-signatures using real-time analysis of full packets of data entering or leaving 
government networks, and immediately share that information with appropriate agencies.  
The initiative also calls for increasing national intelligence capabilities to determine 
foreign cyber threats and adapt threat-signatures as necessary; 

- Prioritization and coordination of cyber research and development projects, including 
eliminating redundant projects and identifying research gaps; 

- Empowering the National Cybersecurity Center (NCSC) with coordinating and 
integrating information from the six centers responsible for U.S. cyber activities, to 
provide greater situational awareness of malicious activities; 

- Improving cyber counterintelligence capabilities through establishing or expanding 
educational and awareness programs, and workforce development, in accordance with the 
National Counterintelligence Strategy of the United States of America; 

- Increasing the security of federal classified networks; 
- Expanding cyber education programs; 
- Partnering with the private sector to invest in “high-risk/high-payoff solutions to critical 

cybersecurity problems”; 
- Developing strategies to deter cyber attacks by “improving warning capabilities, 

articulating roles for private sector and international partners, and developing appropriate 
responses for both state and non-state actors”; 
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- Finding ways to protect the domestic and globalized supply chain from malicious actors; 
and 

- Determine the federal government’s role in ensuring the protection of and information 
sharing with privately owned and operated Critical Infrastructure and Key Resources. 

 
The CNCI summary was declassified by the White House’s Cybersecurity Coordinator, Howard 
Schmidt.  Mr. Schmidt’s appointment as Special Assistant to the President and Cybersecurity 
Coordinator on December 22, 2009 filled a void left by Melissa Hathaway’s departure in August 
after serving in an acting capacity as a senior director at the White House for only six months.2

 
  

Recognized as “one of the most challenging threats that we must face,”3 concern over 
cybersecurity issues has continued to grow since CNCI was initially adopted.  In addition to 
reported attacks against government systems,4 attacks directed at corporate systems and private 
individuals are also occurring more often, on larger and more sophisticated scales, and with 
potent results.  These include the mass-theft of Hotmail email account passwords5 and China’s 
hacking of Google programmers’ personal computers (rather than the corporate networks) to 
steal source code.6  Although none of these attacks have caused immediately grave results, it is 
acknowledged at the highest levels that the United States is particularly vulnerable to crippling 
cyber attacks.7

 
 

The above begs a basic definitional question: what is cybersecurity?8

 

  More accurately, how 
should the government determine who or what constitutes a legitimate national security or 
economic threat against which our networks must be protected?  The answer seems crucial to 
determine which authorities are appropriate to exercise in any given threat and response scenario 
(e.g. email phishing vs. denial of service attacks), and ever more important in an age that has 
seen the dismantling of the wall between intelligence and law enforcement operations, and the 
disappearance of battle lines that has come with the increasing prevalence of asymmetric 
warfare. 

The cybersecurity threat includes actions by “[s]pies, hired cyber mercenaries, and criminal 
syndicates worming their way into government networks” in a way that requires both law 
enforcement and intelligence agency capabilities, which the FBI is trying to maximize via its 
National Cyber Investigative Joint Task Force.9  Sophisticated criminal groups can now wage 
attacks nearly as complex and damaging as those of powerful states like China and Russia.10  It 
is becoming increasingly clear that “[w]hether the perpetrator is a terrorist organization or a state 
actor, the threat to our energy, financial, communications, and security infrastructures remains 
the same.”11  And just as the intelligence community has an important role to play in protecting 
against those threats,12 law enforcement agencies seek to leverage their own tools, and gain new 
powers to ensure success.13

 
 

Acknowledgement of our critical vulnerability, however, has not slowed the constant evolution 
of cyberspace and information technology, which in turn further complicates the myriad of legal 
and policy issues that coexist with our efforts to secure cyberspace.  Funding requests for the 
CNCI initiatives constituted “the single largest request and most important initiative of the 
President’s fiscal year 2009 budget request,” and the House Permanent Select Committee on 
Intelligence conducted three hearings on the Initiative in 2008 alone.14  Separately, in 2009 the 
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Federal Communications Commission (FCC) began developing a nationwide broadband plan to 
bring 100 megabit-per-second transfer rate capabilities to 100 million American homes in the 
next ten years, along with free public WiFi access.15  Attempts to achieve greater cybersecurity 
for our nation have also been occurring alongside an acceleration of global internet governance.  
The Internet Corporation for Assigned Names and Numbers (ICANN),16 the California-based 
organization that has had de facto control over the Internet’s architecture for years and which is 
currently headed by Rod Beckstrom, the former head of the Department of Homeland Security’s 
National Cybersecurity Center, recently severed agreements with the United States government 
which had cemented America’s preeminence in the network’s organization, and now plans for 
greater involvement of foreign governments and international entities in how the Internet 
develops.17

 
   

The President’s Cyberspace Policy Review defines “cybersecurity policy” as including: 
strategy, policy, and standards regarding the security of and operations in 
cyberspace, and encompass[ing] the full range of threat reduction, vulnerability 
reduction, deterrence, international engagement, incident response, resiliency, and 
recovery policies and activities, including computer network operations, 
information assurance, law enforcement, diplomacy, military, and intelligence 
missions as they relate to the security and stability of the global information and 
communications infrastructure. 

This inclusive definition, and the operational necessities of coordinating efforts across many 
agencies, strengthening public-private partnerships, and building robust relationships with other 
nations, presents a plethora of structural and substantive issues: constitutional, statutory, 
regulatory, contractual, and jurisdictional.18  Debate is robust and dynamic even over who will 
lead the effort: the White House promotes keeping cyber leadership within its ranks,19 while 
Senate Homeland Security and Governmental Affairs Committee ranking member Susan Collins 
has called for a Senate-confirmed position housed in the Department of Homeland Security.20

 

  
The proposed National Cybersecurity Advisor Act, S.778, offers a compromise by creating a 
Senate-confirmed National Cybersecurity Advisor within the Executive Office of the President. 

The White House, however, seems unlikely to accept a Senate-confirmed appointee within the 
Executive Office of the President.  Meanwhile, there have been delegation challenges within 
executive departments, as well, perhaps best highlighted by the uncertainties over the past four 
years relating to the leadership of a long-proposed Department of Defense cyber command, 
which the Air Force announced in 2006,21 halted in 2008,22 and reinstated on a reduced scale in 
200923 before finally being established as a sub-unified command under U.S. Strategic 
Command.24  General Keith Alexander, director of the National Security Agency (NSA) was 
recently promoted and confirmed by the Senate to head the new command, which is scheduled to 
become fully operational in October,25 while the rules, policies, and multitude of operational 
issues concerning the potential and conduct of cyber warfare are being worked out by the 
Department of Defense.26

 
 

The multitude of substantive legal issues, of course, are even more complex and will likely 
remain subject to a wide array of arguments for many years to come.  Chief among these are 
issues related to monitoring of internet communications: Americans’ privacy,27 and 
governmental control.28  Recently declassified Department of Justice Office of Legal Counsel 
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opinions from both the Bush and Obama Administrations regarding the EINSTEIN 2 system 
conclude that EINSTEIN 2’s passive sensing for specific threat signatures on government 
systems satisfy the requirements of the Fourth Amendment, and applicable statutes.29  Any 
opinions regarding EINSTEIN 3’s development and capabilities, if they exist, are still classified.  
However, as a threshold matter, it is likely that OLC either has or will determine that NSA’s role 
in the system’s development does not violate the Posse Comitatus Act;30 in response to a 
sufficiently similar interagency operation, a 1998 OLC opinion determined that it did not violate 
the act to detail a Department of Defense employee to serve as deputy chief of the FBI’s 
National Infrastructure Protection Center.31

 
    

Concerns relating to the federal government’s control of the internet are perhaps best highlighted 
by provisions of the Cybersecurity Act of 2009, S. 773, which give the president the ability “to 
initiate . . . network contingency plans to ensure key federal or private services did not go offline 
during a cyberattack of unprecedented scope.”32  The same bill has also included various 
versions of a “kill-switch” authority over the internet to protect critical infrastructure and 
government systems in the wake of a cyber attack.33  And with the FCC pushing its authority to 
regulate commercial and consumer broadband service,34

 

 along with the internationalization of 
ICANN, there is sure to remain a minefield of political, policy, and legal issues as the federal 
government attempts to unify its cybersecurity standards and operations. 

 
* Adam R. Pearlman is a member of the International & National Security Law Practice Group 
Executive Committee and a graduate of the George Washington University Law School. The 
views expressed in this article are those of the author and do not reflect the official policy or 
position of the Department of Defense or the U.S. Government. 
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