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I. Introduction

While money moves at the speed of light across 
national boundaries, law enforcement has 
historically followed at a distance, with the interests 

of sovereigns slowing and, sometimes, completely stopping 
criminal investigations seeking evidence about international 
financial transactions.  Slowly over the course of decades, 
U.S. prosecutors have eroded those protections—sometimes 
informally out of the public eye, sometimes aggressively in the 
crucible of adversary court proceedings.  

The increasingly complex and inter-connected world 
of international financial transactions becomes ever more 
transparent to U.S. law enforcement as the panoply of 
discovery devices grows to complement the assertions of U.S. 
criminal jurisdiction over foreign business conduct.  But that 
transparency has come with a significant cost in uncertainty 
for multi-national businesses caught between two sovereigns’ 
dictates and fractured legal-political relationships with U.S. 
trading partners.

In the classic scenario, U.S. prosecutors seek access to 
information about a financial transaction outside the country.  
While there must be some connection to the U.S., however 
tenuous, for prosecutors to assert an interest in the first place, 
other nations have presented a range of reactions—some 
obliging, some hostile—to U.S. criminal discovery techniques 
designed to pursue that interest into foreign territory.  This 
article surveys the discovery tools available to U.S. prosecutors, 
the recent history of their application as well as some legal and 
diplomatic problems that this effort has engendered.

 II. Formal and Informal Means of International 
Criminal Discovery

The powers of U.S. prosecutors1 are at their strongest when 
they seek evidence from a U.S. company about transactions in 
which it engaged at least partially in the U.S.  In these situations, 
prosecutors can often proceed much as they would with wholly 
domestic evidence:  sending subpoenas, summoning witnesses 
to the grand jury, and arranging informal opportunities to 
learn about the underlying business context.2  Conversely, 
those powers operate at or beyond their limit when seeking 
information about wholly foreign transactions by non-U.S. 
actors.  Then, U.S. prosecutors repeatedly encounter a variety 
of obstacles that range from complex procedures for mutual 
legal assistance, diplomatic resistance to U.S. encroachment 
in certain areas of business conduct, and the unavailability of 
witnesses abroad.3

A great deal of international criminal discovery occurs 
informally, as prosecutors make requests on multi-national 

companies and even on foreign enforcement agencies that 
do not, for whatever reason, become part of the more formal 
state-to-state treaty driven process.4  These informal, cooperative 
processes work when no clear legal rule prevents conveying 
information from one jurisdiction to another or between 
coordinated regulators, such as the banking supervisors 
of multinational financial institutions which traditionally 
cooperate across national boundaries and often have themselves 
signed memoranda of understanding governing these less formal 
exchanges of information.5

When informal means are not available, prosecutors must 
decide on a formal tactic:  whether they want (a) to push—
through a request that relies on a foreign government to compel 
the production of information, or (b) to pull—on the U.S. 
business presence of a company that holds information abroad 
to seek to compel its production in the U.S.  They may elect 
to both push and pull, although that strategy creates tension 
between U.S. diplomatic and domestic legal prerogatives.

 III. Mutual Legal Assistance

The formal route to criminal discovery for evidence 
from abroad can be complex and many prosecutors see it as 
unduly burdensome.  Generally, the U.S. relies on a web of 
treaties, each with its own quirks and private interpretations, 
that connect U.S. law enforcement with coordinate agencies 
abroad.6  Moreover, the efficacy of formal requests for obtaining 
evidence from abroad can depend heavily on the country 
and, even within a country, the agency to which the request 
is directed.7  A full review of the various treaty mechanisms is 
well beyond the scope of a brief article, but some examples will 
illustrate the point.

Mutual Legal Assistance Treaties (“MLATs”) are legally 
binding commitments of two states to assist each other through 
their own domestic legal mechanisms to obtain evidence to 
support criminal investigations or prosecutions in the requesting 
country.  MLATs are designed to “improve law enforcement 
cooperation between two nations.”8  Such treaties can be very 
broad and grant wide-ranging assistance9 or narrowly targeted.10  
All depend on some degree of executive discretion in deciding 
whether to consent to the request under the treaty, and often 
judicial discretion if the production of information is challenged 
in court.  Foreign countries may also impose limitations on 
the use of evidence obtained through a treaty, such as limiting 
the prosecutor’s ability to use the information only subject to 
certain conditions11 (such as, for instance, not sharing it with 
certain agencies) or restricting the crimes that the evidence may 
be used to charge.12

While it seems fairly clear that the existence of a treaty 
will not preempt the use of other mechanisms for obtaining 
evidence absent an express intent to do so,13 the failure to use 
an available treaty route may complicate the use of other, more 
direct means.
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 IV. Bank of nova Scotia Grand Jury Subpoena Enforcement

The direct and most controversial means of international 
criminal discovery is the issuance of Bank of Nova Scotia-type 
grand jury subpoenas (“BNS subpoenas”), so named for the 
case where the government sought to compel a foreign bank 
to produce information by serving a subpoena on its U.S. 
representative office when the production of the information 
violated the foreign country’s laws.14  This tactic puts the 
recipient in the middle of a tug-of-war between U.S. prosecutors 
seeking the information and foreign governments enforcing 
their own laws controlling access to that information.  Courts’ 
reactions to this predicament are mixed, with some compelling 
production where the control over the foreign information 
resides in the U.S.15 while others have modified the subpoena 
to limit its reach to records already located in the U.S.16

The issuance of BNS subpoenas is an aggressive tactic 
which threatens international comity because it forces the 
subpoena recipient to choose between violating the laws 
of the U.S. compelling production or violating the laws of 
another country preventing production.  DOJ has established 
an internal process involving the Criminal Division’s Office 
of International Affairs (“OIA”) to regulate any applications 
for subpoenas to persons or entities in the U.S. for records 
located abroad.17  But that internal process is opaque to both 
the courts and subpoena recipients and may not adequately 
address the concerns that this tactic raises.  This is not to argue 
that BNS subpoenas are never appropriate, rather that they 
constitute an extreme measure whose in terrorem effect cannot 
be sufficiently balanced by the prospect of eventual judicial 
intervention.  Merely being served with a BNS subpoena places 
severe pressures on most international businesses, whether or 
not the subpoena ultimately is enforced.

The U.S. legal system would be better served by statutory 
direction over the use of BNS subpoenas, rather than executive 
discretion.  For instance, an amendment to Federal Rule of 
Criminal Procedure 6 could specify that in seeking evidence 
located in a country with whom the U.S. maintains an 
MLAT, the government must first demonstrate to a court 
that the MLAT process has been tried and failed to produce 
appropriately requested information.

 V.  Application of Privileges in International Criminal 
Discovery

Some of the protections that Americans take for granted 
in the criminal system are unusual, or even unique, viewed in 
international perspective.  For example, U.S. citizens enjoy very 
robust protections against unregulated searches and seizures, 
against compelled statements that may incriminate the speaker, 
and against the compelled production of communications 
subject to attorney-client privilege, accompanied by allied state 
protections.  

These fundamental protections can be diminished 
with respect to foreign evidence obtained by prosecutors as 
part of an international criminal investigation.  The Fourth 
Amendment, which bars unreasonable searches and seizures, 
does not apply to the introduction of evidence obtained from 
foreign governments unless the means used were so aggressive 

that they “shock the conscience” or the U.S. investigation was 
so intertwined with the foreign one so as to effectively create a 
joint venture.18  Similarly, a confession obtained by a foreign 
law enforcement officer in breach of what would have—had the 
interrogation taken place in the U.S. —been a suspect’s Miranda 
rights does not violate the Fifth Amendment absent substantial 
participation by U.S. officials.19  Further, in some circumstances 
foreign law may afford significantly fewer protections than U.S. 
law concerning claims of attorney-client privilege involving 
foreign evidence.20  Given the limited application of these 
important protections to foreign evidence, the U.S. legal system 
would benefit from clear rules strengthening U.S. privilege 
protections with respect to the use of evidence obtained by 
U.S. prosecutors from foreign jurisdictions.  For example, while 
it is unrealistic to expect foreign law enforcement officers to 
Mirandize criminal suspects in their own investigations, since 
the giving of Miranda warnings is unique to U.S. law, admission 
into evidence of a confession obtained in a foreign investigation 
should be tempered with an explanation of how that evidence 
was obtained and conditioned on jury instructions explaining 
the essence of Fifth Amendment concerns at issue.  To the extent 
that the U.S. exports its criminal jurisdiction without exporting 
the corresponding protections afforded to criminal defendants 
in the U.S., prosecutorial decision-making—and, ultimately, 
jury deliberations—    should reflect the understanding that 
defendants will not be disadvantaged by the conflict between 
jurisdictions’ procedures.

VI. Conclusion

As companies expand across borders and global financial 
transactions multiply, U.S. prosecutors will continue to assert 
U.S. criminal jurisdiction over foreign business conduct and 
seek access to evidence located in the farthest reaches of the 
globe.  Prosecutors press the use of both informal and formal 
discovery devices in their quest for extraterritorial information, 
even if these devices threaten international comity by seeking to 
compel the production of information in violation of a foreign 
country’s laws.  Further, many of the hallmark privileges of 
the U.S. criminal system have limited application to foreign 
evidence.  These developments have created an imbalance in 
favor of prosecutors in international criminal investigations, 
and DOJ should promulgate a more transparent system of 
institutional safeguards regulating prosecutorial conduct 
related to obtaining and using foreign evidence.  If DOJ does 
not take such measures on their own, then Congress should 
do it for them.

 
Endnotes
1 We refer generally to prosecutors, although many of the same challenges 
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